Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Applicant Tracking System (ATS)
2. IT System Sponsor:  Deron Burba, Director, Office of Systems Modernization
3. System Sponsor Unit: Office of Human Resources
4. IT System Manager: Curtis Lutz
5. PIA Author: Curtis Lutz
6. SI Unit Director or Designee: Darrell Caldwell
7. Date: December 12, 2006
8. Brief (one paragraph) description of the system: 
The Applicant Tracking System tracks candidate information keyed in from every application for announced job vacancies at the Smithsonian Institution. The system generates a letter to the candidate acknowledging receipt, and updates are made to each applicant record by specialists as qualifications, rating, and ranking decisions are made throughout the application review, interviewing, and hiring process. The system generates candidate lists for the selecting official and generates final disposition letters to candidates after the successful applicant has been selected.
II. Privacy Assessment

1. What information is being (or will be) collected. 
The Applicant Tracking System (ATS) captures each applicant’s full name (last name, first name, and middle name); street address; city; state; zip code; home phone number; work phone number; and the Smithsonian vacancy announcement number, position title, and pay plan-series-grade for which the applicant is applying. The applicant’s Social Security Number is not stored by the ATS. 
In addition, information from the Applicant Survey Form that is voluntarily submitted by the applicant is also entered into ATS. This information includes the vacancy announcement number, first name and last name, year of birth, gender, how the applicant learned of the position, race, and physical disability indicator. 
As review of applications proceeds, an applicant’s record in the ATS is updated to include such data as reasons the applicant did not receive consideration for the job vacancy or, if considered for the vacancy, whether the applicant was referred to the hiring organization. In addition, an indicator is stored that tells whether the applicant is a Delegated Examining Unit (DEU) candidate, as well as other qualification indicators, based on the information submitted by the applicant.
2. Why the information is being collected. 
The data is being collected so that the Office of Human Resources can process, evaluate, and track job applicants and generate letters to applicants notifying them of the results and/or status of their application. The personal privacy-related data elements collected are relevant and necessary to the job application process so that the Office of Human Resources can store contact information for applicants centrally, track applicant scores for selective factors for the vacancy announcement, generate letters to job applicants, and generate reports on applications received for each vacancy announcement.

3. The intended use of the information.  
The personal data captured in the Applicant Tracking system will be used by the Smithsonian to store contact information for applicants centrally, track applicant scores for selective factors for the vacancy announcement, generate letters to job applicants, and generate reports on applications received for each vacancy announcement. Data entered into the ATS from the Applicant Survey Form is transmitted to OEEMA for analysis of the application and hiring process for equal opportunity statistical data. 
4. With whom the information will be shared. 
The Applicant Tracking System is accessed only by authorized users in the Office of Human Resources. Access is controlled by restricting access to the shared network drive on which the system resides. The Applicant Tracking System interfaces with the Automated Case Examining System (ACES) system in the Office of Human Resources, which tracks applications made to Smithsonian job vacancies governed by the Federal Delegated Examining Unit (DEU) rules and regulations. Information is exchanged with ACES through an interface that keeps the data synchronized in the two systems. Access to ACES is controlled through user IDs and passwords granted only to personnel who work with and process DEU job applications. Access to reports of applications received for vacancies may be shared with hiring managers in the applicable Smithsonian unit. Data entered into ATS from the Applicant Survey Form is transmitted to a database in OEEMA for reporting statistical data on the application and hiring process; after transmission to OEEMA, the data is not stored or accessible in ATS. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Each Smithsonian vacancy announcement states clearly the information that is required to be submitted from applicants in order for the Smithsonian to evaluate the applicant’s qualifications, background, and experience for the specific job vacancy. The applicant submits his or her personal data on paper documents that are delivered to the Smithsonian’s Office of Human Resources either by mail or in person. 
A notice appears on each vacancy announcement indicating that if the required data is not submitted with the application, the application may be rated ineligible. Information submitted with an application is not shared outside of the Smithsonian. The information must be correct when submitting the application; after the application is submitted, there is no opportunity to correct the data; however, the applicant can correct or update the data the next time he or she applies for a Smithsonian position.  Each vacancy announcement includes the name and phone number of the Office of Human Resources point of contact for applicants to contact if they have questions about the vacancy.

6. How the information will be secured. 
The ATS database resides on a secure server, and access to the shared drive is restricted by a network user ID and password granted only to authorized users in the Office of Human Resources.  The ATS database contains historical data back to 1999.The ATS database is backed up regularly to both onsite and offsite backup media. The ACES software sits behind the SI firewall, and is protected by anti-virus software that runs on the server and client workstations. Operating system patches are applied regularly as required by Smithsonian network and workstation management policies and procedures.
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