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Subject Management Advisory Regarding ARTLAB+ Stolen Laptops (M-12-02)

A recent pattern of laptop thefts at the Hirshhorn Museum and Sculpture
Garden's (HMSG) ARTLAB+ alerted us to weaknesses in the programs'
internal controls over custody of personal property. As a result, we initiated a
review to: (1) analyze the internal control deficiencies that allowed the thefts
to occur; (2) understand the actions taken by museum management in
response to the thefts; and (3) assess the adequacy of the internal control
enhancements over custody of personal property to minimize the risk of
similar thefts. In a companion effort, our Office of Investigations is working
with the Office of Personnel Security to recover the stolen laptops.

BACKGROUND

ARTLAB+ is an innovative, 21st century learning space for teenagers (teens)
ages 13-19. It connects teens, artists, technology, artworks, and mentors in
one digital studio designed to inspire creative thinking and collaboration. It
also exposes teens to different types of technology such as green screen, a
sound studiO, and a wide range of media creation tools and software.
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HMSG funds the ARTLAB+ through private grants and runs two types of
programs: workshops and the Drop Zone.

ARTLAB+ Programs

Workshops

Workshops give teens an opportunity to hone digital skills by working with
mentors and professional artists to complete various projects. Workshops are
free to participants and are generally held during the summer, school breaks,
and on Saturdays. The workshops provide a more controlled environment—
only a certain number of teens may participate, and prior registration is
required to attend.

Drop Zone

The Drop Zone is a program that runs on weekdays from 3:00pm to 7:00pm,
and on Saturdays from noon to 5:00pm. Teens may use ARTLAB+ equipment
such as the digital cameras and recording studio apparatus. The Drop Zone
also includes a computer lab of MacBook laptops for the teens to use. The
Drop Zone did not require prior registration.

The Thefts

From October 2011 through April 2012, five MacBook laptops, totaling
approximately $4,500, were taken without authorization from the ARTLAB+.
For at least three of these laptops, the thefts occurred during the Drop Zone
period; for two of the laptops, the ARTLAB+ staff is unsure when the thefts
occurred.

For two of the thefts during the Drop Zone period, the last teen to sign the
laptop out used only a first name and no last name. This prevented ARTLAB+
employees from knowing who actually had the laptop last.

For all five of these thefts, the ARTLAB+ staff alerted HMSG’s accountable
property officer (APO) who is responsible for managing, safeguarding,
recording, and general control of personal property. The APO then filed the
Smithsonian’s Report of Survey for Missing, Damaged, or Destroyed Property
Form (SI-3522), and requested the Office of the Chief Information Officer
(OCIO) to initiate the recovery of the laptop using CompuTrace software. In
addition, ARTLAB+ employees alerted the Office of Protection Services to the
thefts.

Internal Control Deficiencies

Deficiencies in the ARTLAB+’s internal controls allowed these thefts to occur
over the course of seven months. Primarily, the ARTLAB+ did not have an
adequate way of recording who checked out each laptop. The teens would
check out laptops by completing an encrypted Google form. This form was
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presented to the teens on a computer that faced only in full view of the
teens, rather than the ARTLAB+ staff member at the front desk.
Furthermore, ARTLAB+ staff did not ask the teens for identification to verify
the information in the form.

Another deficiency that contributed to a weak internal control environment
was the absence of a security guard on duty during ARTLAB+ Drop Zone
hours. The lack of security presented a risk to the safeguarding of
Smithsonian assets.

The current manager of the ARTLAB+, who was not in the position during the
time of the thefts, believes that an increase in teens attending ARTLAB+
programs also contributed to the laptops’ susceptibility to theft. Prior to the
thefts, the Drop Zone had approximately 8-10 teens in attendance; during
the time of the thefts, according to the ARTLAB+ manager, attendance
reached as high as 35 teens.

ARTLAB+ Response to Thefts

Smithsonian and ARTLAB+ management have responded to the theft
incidents by implementing several additional controls:

 Registration– The teens are now required to complete an ARTLAB+
registration form prior to participating in ARTLAB+ activities. This form
includes information such as first and last name, age, and address. In
addition to the form, the teens must present a valid form of
identification, which includes a photo and date of birth. If a teen does
not have a valid form of identification, the ARTLAB+ requires a
guardian to sign the form.

 Radio Frequency Identification (RFID) – ARTLAB+ staff, in coordination
with OCIO, are working to install an RFID system, which will detect
and trigger an alarm when tagged equipment, such as laptops, are
removed from the space or come too close to the exit. The ARTLAB+
also plans to use the system to register teens and check laptops in and
out. The system was installed in early June; however, it is not yet
functioning as intended. According to the ARTLAB+ manager, the
ARTLAB+ is going to reassess the use of the RFID system in August,
while the Drop Zone is closed. In the meantime, teens must use
laptops at stations rather than being able to use them freely
throughout the space.

 Security Guard – Beginning in May 2012, a security guard has been on
duty during all Drop Zone hours. The guard checks bags when teens
enter and exit the ARTLAB+, and will be responsible for responding to
the security alarm as described above.
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 Operating Plan and Code of Conduct – ARTLAB+ staff are drafting an
operating plan for the ARTLAB+. The plan will include information
regarding physical security of participants and equipment, registration
procedures, and data management and security. ARTLAB+ staff have
also created a code of conduct, which discusses rules and regulations
for the ARTLAB+. One rule states that no visitors shall destroy,
damage, or remove property.

RESULTS OF OIG REVIEW

We found that while the ARTLAB+ took more than seven months since the
reported laptop thefts to implement changes to its procedures, it has made
several improvements to internal controls since May 2012. However, the
primary APO mentioned that during the time of the thefts, HMSG did not
have, nor does it currently have, a Property Custodian (PC) for the ARTLAB+.
According to the Smithsonian’s Personal Property Management Manual, a PC
is an individual from a specific unit assigned to control personal property
within a designated area. He or she is responsible for maintaining property
records, assisting with inventories, and generally safeguarding property at an
assigned location. In our opinion, without an ARTLAB+ employee assigned as
PC, accountability for the equipment diminished.

CONCLUSION AND RECOMMENDATION

Although the controls in place may have been appropriate for a small group
of teens, there is a need for increased oversight for larger teen participation.
We believe the controls that the ARTLAB+ has implemented, and plans to
implement, will help reduce the risk of laptop thefts in the future. However,
we believe HMSG could do more to increase the accountability for personal
property at the ARTLAB+. Therefore, we recommend that the Director of
HMSG, in coordination with the Property Management Specialist in
OCon&PPM:

1. Ensure that the primary APO for HMSG appoints a Property Custodian
for all ARTLAB+ equipment.

In addition, we suggest Smithsonian management apply the lessons learned
from this incident to other programs where the Smithsonian loans property
to visitors.

Management has concurred with the recommendation and has taken
corrective action by assigning a Property Custodian for all ARTLAB+
equipment. We verified that effective September 5, 2012, the APO issued a
Property Custodian designation letter to the Manager of Digital Learning
Programs for the ARTLAB+. We believe that this action meets the intent of
our recommendation, and we will close the recommendation effective the
date of this report.
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In addition to implementing our recommendation, the Associate Director of
Personal Property Management, OCon&PPM, will issue a Smithsonian-wide
Personal Property Alert to remind employees of the policies and procedures
for using, storing, safeguarding, and accounting for personal property.

We have included management’s full response in Appendix A.
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