Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Central Internship Registry 
2. IT System Sponsor: Bruce Craig, Director of Research and Planning, Smithsonian Center for Education and Museum Studies
3. System Sponsor Unit: Smithsonian Center for Education and Museum Studies

4. IT System Manager: Tracie Spinale, Internship Services Manager, Smithsonian Center for Education and Museum Studies
5. PIA Author: Tracie Spinale

6. SI Unit Director or Designee: Stephanie Norby

7. Date: 6/10/2008
Brief (one paragraph) description of the system:
The Central Internship Registry is a database for administering the internship registration process at SI. The system will collect and store registration information for intern programs that are offered to students by various SI units.
II. Privacy Assessment

1. What information is being (or will be) collected. 

The following confidential information will be collected and stored in the Central Internship Registry:

1) First and Last applicant name, year of birth, address, phone, email, education, gender, citizenship, stipend amount if any
The information is collected directly from the applicant in a paper-based format, and the applicant may also send e-mails that contain attachments that are added to the files.
The accuracy of the information in the system is dependent on the applicant except for limited editing done at the time of entry for the form. Incomplete forms are reviewed by the program manager and the applicant is contacted to provide additional information, which is required in order for the appointment to be considered a registered internship.

2. Why the information is being collected.

1. The information is collected for the purpose of maintaining statistical records and is used for administrative purposes.
2. Educational history, personal information, and address are needed to establish a profile of intern pool for the fiscal year and across time.

3. Contact information is used to communicate with the intern and to confirm appointments.
4. Historical applicant information is maintained for research purposes (i.e. determine application volume trends, popularity of particular SI programs, etc).
3. The intended use of the information.  

The information contained in the system is retrieved by SCEMS in electronic format and in limited printed reports. Use of personal privacy-related information contained within the Central Internship Registry database is limited to: 

1. Collecting statistics on applicant background and origin.
2. Contacting current interns and alumni of the programs for administrative purposes.

3. Providing internal reports to units and to Smithsonian Administration.
Confirming an appointment to a third-party in the case of a job reference check.
4. Maintaining intern statistics for all intern programs across the Institution.
4. With whom the information will be shared. 

Full access to the information stored in the Central Internship Registry (including sensitive data), is restricted to the Internship Services Manager.  Valid login credentials are required to access the data and the system is only accessible from within the internal SI network. The Internship Services Manager is responsible for the day-to-day operation of the system and has full access to the data.
Access to the data in Central Internship Registry is limited to the Internship Services Manager, who in turn only provides report information to those individuals and Internship Coordinators or Intern Supervisors who need it to perform the duties of their job. 
The Central Internship Registry does not directly interface with internal or external systems.  It does not share and data with any other system either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Individuals are presented with a paper Registration form when they are enrolled as interns, and are required to agree to the terms and conditions of personal information collection before proceeding. All the information must be provided in order for a registration to be considered complete. Individual inquiries into privacy-related information or request to update privacy-related information stored in the Central Internship Registry can be made by looking on the web at: http://intern.si.edu/how_apply.html under the section heading “Intern Policies”, by e-mailing interninfo@si.edu, by calling the Smithsonian Center for Education and Museum Studies at 202-633-1000, or in writing to:

Smithsonian Institution

Internship Services
SCEMS
Capital Gallery

600 Maryland Ave SW

MRC 508
Washington, DC 20560.
6. How the information will be secured. 

Central Internship Registry protects sensitive data from unauthorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alteration or modification. Central Internship Registry is controlled with respect to access, authority to modify, and ability to operate it.  Data owners and catalogers access the system through desktop workstations.  The system allows access only to authorized users based on user profiles.  Levels of access to Central Internship Registry are controlled by the system administrator based on the individual needs of the user, as determined by both their supervisor and the system administrator. The client software has field-level security, with five levels: create, read, update, delete, and change-ownership, configurable to individual work needs.  All new users must be sponsored by their supervisors. Access is revoked when a person leaves or changes jobs.
Central Internship Registry operates on a database server that is behind the SI firewall, and a web gateway that is in the SI DMZ. The servers are physically protected in a secure computer room, where access is limited to authorized personnel. System logs are reviewed on a regular basis to check for anomalies such as hacking attempts.  

All privacy-related information stored on the Central Internship Registry is retained in perpetuity. All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.
Application updates are implemented approximately twice a year, and OS patches are installed every six months, with critical patches installed promptly. All servers have up-to-date anti-virus software.
Printed reports are kept behind locked doors and are shredded when no longer needed.

