Privacy Impact Assessment
For 

Friends of the Zoo (FONZ) Program Registration 

I. System Identification
1. System Name: Adopt a Species

Summer Safari Day Camp

FONZ Nature Camp (overnight camp)

Snore & Roar

Scout Snooze

Birthday Parties

Children's Programs (classes)

Adult Program (Wildlife Studies Certificate Program)

2. System Owner: John DeMarce
3. Office of System Owner: FONZ Membership Office
4. System Security Officer: PIA Author: Carlos Garza
5. Approving Official: 
6. System Sensitivity:  Medium
7. Date: July 17, 2008
Brief (one paragraph) description of the system:
8. The Friends of the National Zoo (FONZ) offers a variety of programs to its members and other interested members of the public. Online registration for the programs and events listed above is done via a third-party contractor, Thriva (Active). Information collected by Thriva (Active) online forms is used to fulfill registration and donation transactions.
II. Privacy Assessment

1. What information is being (or will be) collected. 
Name, address, billing name, billing address, phone number, email address, and credit card number are collected via online forms for each of the programs. All forms are hosted by Thriva (Active). Information collected by the forms is entered directly by the user. 
2. Why the information is being collected. 
The information is collected in order to fulfill registration and donation requests for the FONZ/Zoo programs listed above. Billing name, address, and credit card information are used to process payments. Name, address, and email addresses are used to contact participants with information relevant to the program or programs they signed up for.

3. The intended use of the information.  
The information is used to fulfill orders and contact program participants. Information about orders is retrieved through Thriva’s (Active) online administration console. Only appropriate members of the FONZ staff have access to the password protected administration console. 
4. With whom the information will be shared. 
Appropriate members of the FONZ event and membership offices have access to information submitted through Thriva (Active) forms. Information can be directly accessed through the Thriva (Active) administration console, which is password protected and hosted on a secure server. Information collected through Thriva (Active) is entered into a FONZ membership office database (Raiser’s Edge). Exported information is limited to contact information, transaction amount, and type of transaction. Information in Raiser’s Edge is stored on a Smithsonian Institution server in a secure data center. It is accessed via password protected desktop clients. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Information is collected through online forms. First and last name, address, email, and home phone number are required fields. Billing name, address, and credit card number are also required to complete a transaction. All online forms hosted by Thriva (Active) contain links to the Zoo’s privacy policy which outlines policies on information collection and sharing. Individuals that provide incorrect information can contact FONZ staff to resolve all discrepancies. Personally identifiable information is not shared outside the Zoo.
6. How the information will be secured. 
Thriva (Active) has established and maintains security procedures to protect the confidentiality, security and integrity of personally identifiable information. They use a variety of industry-standard security measures to maintain the safety of personal information. For example, credit card numbers are encrypted in a secure database which is located behind a firewall. Personal information and encrypted credit card numbers are stored in a secure operating environment that is not available to the public. All credit card and registration information supplied by users is transmitted via Secure Socket Layer (SSL) technology. Thriva’s (Active) technology department conducts frequent site-security audits.  The online console used by FONZ staff members to retrieve information collected by Thriva forms is password protected and hosted on a secure server.
