Privacy Impact Assessment (PIA)

I. System Identification

1. IT System Name:                
Group Packages Reservation Form


2. IT System Sponsor:
Paul Shoop
3. System Sponsor Unit: 
FONZ Guest Services
4. IT System Manager
Paul Shoop
5. PIA Author
Carlos Garza

6. SI Unit Director or Designee:
Paul Shoop
7. Date
August 5, 2008
Brief (one paragraph) description of the system:

8. This form is used to make group meal reservations for zoo visits. Users submit their name, email, phone number, address and order details. If the user chooses to pay by credit card, they must also submit credit card number and expiration date. All information except credit card numbers is stored on a Smithsonian Institution server.
II. Privacy Assessment
1. What information is being (or will be) collected.

Respondents are required to submit their name, address, email address, and phone number, in addition to the details about their order. Credit card information is not stored and is submitted on a page hosted by a secure server.
2. Why the information is being collected. 
Name and address information is collected in order to contact the respondent about their order. After their order is reserved, they receive an email summary of the order. The user’s phone number is collected in case Guest Services staff needs to contact the person about changes to their order or billing problems. Address information is used for billing purposes. Credit card numbers are not stored.
3. The intended use of the information.  

The information is used to fulfill group package reservations. Information about reserved packages is retrieved from a password protected web page, access to which is limited to the appropriate staff in the FONZ Guest Services department. 
4. With whom the information will be shared. 

The information is not shared with anyone outside of the FONZ Guest Services department. Access to the reservation calendar is controlled by a password.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
The group packages reservation form has prominent links to the Zoo’s privacy policy. Information is not shared and is only used to fulfill a reservation.
Point of Contact:

Carlos D. Garza

Web Developer

Friends of the National Zoo

garzac@si.edu
6. How the information will be secured. 

The database system that holds information collected on this form is protected by the Smithsonian firewall and has current anti-virus software. Patches and updates are routinely applied. The server is in a physically secure data center where access is limited to authorized personnel. Logical access to the database is protected by limiting the number of accounts and strong password policies.

