Privacy Impact Assessment
For goSmithsonian.com

I. System Identification

1. System Name: 

goSmithsonian.com
2. System Owner: 

Kelly Durkin

3. Office of System Owner: 
Smithsonian Enterprises

4. System Security Officer: 
Grace Clark

5. PIA Author: 


Kelly Durkin

6. Approving Official: 

Michelle McMahon


7. System Sensitivity:  

Medium

8. Date: 



July 18, 2008

Brief (one paragraph) description of the system:

goSmithsonian.com is a web site that presents content from the print edition of goSmithsonian visitors guide as well as original content written and produced specifically for goSmithsonian.com. On the site, members of the public can view visitors guide and web only content and sign up to receive email newsletters.

II. Privacy Assessment

1. What information is being (or will be) collected. 
goSmithsonian.com sets cookies with no personally identifying information (PII) on a users machine.  When signing up for the goSmithsonian.com newsletter, users provide their name, email and state information via an online form.  None of the information is stored within the users machine. 

2. Why the information is being collected.

The data is collected to provide monthly newsletters and promotional information.

3. The intended use of the information.  
For newsletters, this information is used to email newsletters.  For feedback the information is used to reply to a user, if necessary. 

4. With whom the information will be shared. 

Information is not shared with any entities other than the vendors which are storing the data.  Email addresses are sent to Cheetah Mail and users’ preferences are saved within the Cheetah system.  This prevents us from emailing users who don’t want to be contacted and allows us to contact users who opt-in to communication from us. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

A link to the site privacy policy is posted on every page of the goSmithsonian.com site.  Customers may verify or alter their information by any of the means listed on the contact page posted on every page of the web site. 

Contact Us:

http://www.gosmithsonian.com/contact-us/ 


Privacy Policy:

http://www.gosmithsonian.com/privacy-policy/ 
6. How the information will be secured. 

Newsletter sign-ups:


CheetahMail.com

29 Broadway, 6th Floor

New York, NY 10006

· Linux IP Tables and Cisco Checkpoints used at all Internet interfaces, as well as at other levels within the CheetahMail production network.

· CheetahMail utilizes SNORT for intrusion detection inside the primary Internet firewall.

· CheetahMail participates in Internet Security Systems’ (ISS) X-Force™ Security Testing Program which includes a rigorous yearly audit and subsequent monthly and quarterly perimeter testing.

· Internal penetration testing is performed using NESSUS from priority and privileged locations inside the CheetahMail network.

· External penetration testing from outside the CheetahMail network is performed monthly via a third party security auditing service, Internet Security Systems.

· CheetahMail deploys 2 layer firewalls with independent administration for each layer.

· All firewalls are configured with a default to deny traffic. All ports are blocked except for those that are necessary for the server to execute the processes installed on it 

