Privacy Impact Assessment Template
For the

Blackbaud Membership System 

I. System Identification
1. System Name: Online membership purchase
Online membership renewal
Replacement membership card

2. System Owner: Frida Brown
3. Office of System Owner: FONZ Membership Office
4. System Security Officer: PIA Author: Carlos Garza
5. Approving Official: 
6. System Sensitivity: Medium
7. Date: July 17, 2008
Brief (one paragraph) description of the system:

8. The Friends of the National Zoo (FONZ) allows members of the public to join FONZ through an online form hosted by Blackbaud. Existing FONZ members can use an online form to renew memberships. Existing members can also use a separate Blackbaud form to order replacement membership cards.
II. Privacy Assessment

1. What information is being (or will be) collected. 
Name, address, email address, billing name, billing address and credit card number are collected on the online forms for new memberships and renewals. Billing and credit card information is not collected for membership card replacement requests. The information is directly entered by the subject via Web form. 
2. Why the information is being collected. 
Information is being collected in to processes new membership request, renewal request, and replacement membership card requests. Billing information is collected in order to process the membership fee. Contact information is also used to send new members their membership cards and welcome packages, and to contact them with pertinent Zoo information during their membership period.
3. The intended use of the information.  
The information is used to fulfill the new membership request and to contact new members with information regarding their membership. New members also receive FONZ/Zoo publications and Zoo activity updates. Information collected in online forms is retrieved through Blackbaud’s Raiser’s Edge software which is integrated with the Blackbaud database. Information is accessed via a desktop application.
4. With whom the information will be shared. 
Information is not shared outside of the Membership office. Access to the data is limited to appropriate members of the FONZ Membership office and is not integrated with any other systems. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Information is collected through online forms. First and last name, address, email, and home phone number are required fields. Billing name, address, and credit card number are also required for the appropriate transactions. Information is not shared outside of the Zoo. The membership page of the website contains a link which members can use to contact FONZ membership personnel to update contact information and membership details.
6. How the information will be secured. 
Blackbaud strictly protects the security of personal information. Blackbaud carefully protects data from loss, misuse, unauthorized access or disclosure, alteration, or destruction. Personal information is never shared outside the company without permission. Inside the company, data is stored in password-controlled servers with limited access. 

