Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: SmithsonianJourneys.com
2. IT System Sponsor:  Michelle McMahon


3. System Sponsor Unit: Smithsonian Enterprises (SE)
4. IT System Manager:  Grace Clark


5. PIA Author: Michelle McMahon

6. SI Unit Director or Designee:  Michelle McMahon
7. Date: 07.21.08
Brief (one paragraph) description of the system:

SmithsonianJourneys.com is a web site that presents travel information and tour booking opportunities.  Customers can reserve a space on an upcoming tour, sign up to receive email newsletters and special travel announcements, and provide feedback.

II. Privacy Assessment

1. What information will be collected. 

When reserving a tour, customers provide their name, email, postal address, and a credit card number for the deposit. This information is provided via a secure shopping cart system hosted by Inetz.com.  Smithsonian Journeys representatives at ATA (Academic Travel Abroad) subsequently downloads the data to a local system, contacts the customer by telephone and completes the tour booking process.  
When signing up to receive email newsletters, travel announcements and updates, customers use an online form hosted by CheetahMail.  Customer data is stored by CheetahMail and accessed by SBV staff for email list distribution and updates.  

2. Why the information is being collected. 

The data is collected to facilitate tour bookings, provide follow-up transactional messages and promotional information.

3. The intended use of the information.  

This information is used to fulfill tour bookings and contact customers.

4. With whom the information will be shared. 

Information is not shared with any entities other than the vendors which are storing the data.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

A link to the site privacy policy is posted on every page of the Smithsonianjourneys.org site.  Customers may verify or alter their information by any of the means listed on the contact page posted on every page of the Web site. 

Contact Us:

http://www.smithsonianjourneys.org/contactus.asp
Privacy Policy:

http://www.smithsonianjourneys.org/privacy.asp
6. How the information will be secured. 

Inetz
1055 East 3900 South

Salt Lake City, UT  84124

The secure web site is on a Unix server, running Apache server software and MySQL database software. Web Page Encryption/Security is provided by a Secure Socket Layer (SSL) certificate utilizing 128bit encryption, purchased from GeoTrust.  Inetz has built a state of the art custom data center in Salt Lake City, Utah for managed hosting and provides the following:
· Internet connectivity is provided on different backbones, with redundant Cisco routers and firewalls that automatically fail over in the case of equipment problems. 


· Electrical power from a commercial power station located directly next door to our building that furnishes power to a Hospital district located across the street from Inetz.  The power is backed-up by a UPS system that constantly conditions and monitors the utility power, providing fail safe power back up during an outage, spike, or flicker.  This system is backed by a diesel powered exterior generator. 

· The physical structure of the building provides complete concrete enclosure (floor, ceiling and walls) of the data center with multiple steel doors and biometric security.  In addition, there is 24/7 monitoring of the facility through security cameras.

· The credit card data collected from the Smithsonian Journeys site resides on the Smithsonian Journeys servers within Inetz data center and is not transferred to other servers within Inetz network.   This data is placed on an encrypted SFTP site for the credit card fulfillment company to retrieve for processing.  The information is then encrypted and stored in the database.  
· The Smithsonian Journeys web files and database are backed up nightly on secured DLT tapes.  These tapes are stored offsite monthly. 

CheetahMail.com

29 Broadway, 6th Floor

New York, NY 10006

· Linux IP Tables and Cisco Checkpoints used at all Internet interfaces, as well as at other levels within the CheetahMail production network.

· CheetahMail utilizes SNORT for intrusion detection inside the primary Internet firewall.

· CheetahMail participates in Internet Security Systems’ (ISS) X-Force™ Security Testing Program which includes a rigorous yearly audit and subsequent monthly and quarterly perimeter testing.
· Internal penetration testing is performed using NESSUS from priority and privileged locations inside the CheetahMail network.
· External penetration testing from outside the CheetahMail network is performed monthly via a third party security auditing service, Internet Security Systems.
· CheetahMail deploys 2 layer firewalls with independent administration for each layer.
· All firewalls are configured with a default to deny traffic. All ports are blocked except for those that are necessary for the server to execute the processes installed on it 


