Privacy Impact Assessment (PIA)
For the

Smithsonian Traveling Exhibition

I. System Identification

1. IT System Name: Smithsonian Institution Traveling Exhibition Services – TRAX System 
2. IT System Sponsor:  Lori D. Yarrish, Deputy Director
3. System Sponsor Unit: Office of the Chief Information Officer and the SI Traveling Exhibition Service (SITES)
4. IT System Manager: Feng-Yueh Huang, OCIO
5. PIA Author: Steven Arnold, for the SITES -TRAX
6. SI Unit Director or Designee: Lori D. Yarrish, Deputy Director
7. Date: 01/31/07
Brief (one paragraph) description of the system:

The Smithsonian Institution Traveling Exhibition Service (SITES) organizes and circulates exhibitions to over 250 communities across the nation in almost every state annually. With approximately 50 exhibitions on tour at  any time and up to 20 more in various stages of planning and production, SITES’ daily business operations rely heavily upon an automated information system called SITES TRAX.
II. Privacy Assessment

1. What information is being (or will be) collected. 

The TRAX system stores data related to the actual processing of traveling exhibits. A schedule is set up showing the venues to which the exhibits will travel, when they will be at each site, and what documents (such as contracts) will be used in support of the process. Included is information on fees and on special events held in association with an exhibit at a given site. The receiving venues are referred to as customers or exhibitors; they can have billing and shipping addresses, various environmental characteristics like square footage, individual contacts, and subject matter attributes. The objects in the exhibits are provided by lenders, for which data similar to that of exhibitors is stored. Data about objects covers their description, their storage in crates and cases. Documents, images and other relevant files are also stored in the system.
2. Why the information is being collected.

TRAX data is needed to schedule and track exhibits, to manage the transport of objects and shipping of publications and other materials, to store information about local venue contacts and other people associated with the exhibits, and to contract with lenders to temporarily acquire objects for the traveling exhibits.
3. The intended use of the information.  

The TRAX system will support almost every aspect of exhibits processing by SITES. Staff will be able to enter complete itineraries of three years or more for exhibits being sent to multiple venues. Information about each potential hosting museum or similar venue will be used to evaluate the suitability of the venue. The status of the negotiations with the exhibitor, the contracts drawn up with the lenders and exhibitors, fees charged to the exhibitors, addresses and telephone numbers, details about the objects being shipped and the crates containing them can all be easily accessed in the system.
4. With whom the information will be shared. 

Direct access to this data is limited to Smithsonian personnel who has password controlled accounts on the TRAX System.  The system manager controls the creation of user accounts. Supervisors must authorize all account applications. The data will only be used exclusively in support of the mission of the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

If an exhibit contains one or more contact people, the person creating the exhibit will normally ask the people for their name(s). There are no consequences for not providing the data.  Steven Arnold (Arnolds@si.edu) may contact the staff directly to correct incorrect information. 
6. How the information will be secured. 

The TRAX system operates within the Smithsonian’s internal network and is secured by the Smithsonian firewall and other institutional security technical controls which prevent access to the TRAX from outside the Smithsonian. Username and passwords are required to access the application and the database.  The TRAX servers are housed within a secure physical environment managed and controlled by Smithsonian personnel.  The TRAX servers have been installed with the EPO agent for antivirus software updates and setup to point to the SUS server for the latest patch updates. 
