Privacy Impact Assessment (PIA)
For

Raiser’s Edge
I. System Identification

1. IT System Name:
Raiser’s Edge @ SITES
2. IT System Sponsor: Rob Ritter
3. System Sponsor Unit: SITES
4. IT System Manager:  Steven Arnold
5. PIA Author:  Rob Ritter
6. SI Unit Director or Designee: Lori Yarrish
7. Date:  June 29, 2005
Brief (one paragraph) description of the system:

Raiser’s Edge is a COTS application system created by Blackbaud, Inc. to track prospects, donors, and gift information. More than 10,000 nonprofit organizations put their trust in The Raiser’s Edge every day to manage their fundraising and development activities. 
II. Privacy Assessment

1. What information is being (or will be) collected. Basic biographical (name, marital status, relationships with other constituents, profession, title, etc…) and contact information (preferred and alternate addresses, main and direct phone lines, email addresses, etc…) is collected for constituents.  Information is either given directly by the subject or is public record (Hoovers online, WealthID, GuideStar, The Foundation Center, etc…).  In addition, we utilize internal Smithsonian resources such as the DMIS database and the institutional knowledge of colleagues at other SI units.  We ensure that the data is accurate, current, and complete by periodically reviewing and updating database information.
2. Why the information is being collected. The information is collected for SITES’ annual mailings (holiday cards, promotional/marketing publications, etc.)  It is relevant and necessary to ensure unit-wide consistency of interactions with constituents.
3. The intended use of the information.  Beyond serving as a record of basic constituent information, we use the system to record and monitor actions with subjects (mailings, meetings, phone conversations, etc.)  Additionally, the system is used by the Development staff to track gift pledges, payments, and acknowledgements.  Query reports include targeted mailing lists, constituent searches by location, and prospect lists.
4. With whom the information will be shared. Information is shared exclusively with the SITES Development staff and the Office of the Director.  Access is determined by the Director of SITES and the Director of Development and controlled by username and password.  There is no internal or external interface with other systems.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  Since the information is non-sensitive and is either given voluntarily or is public record, consent is implied.  We do not share personal privacy-related data outside of the Smithsonian unless required by law or requested by the subject themselves.  Accuracy of information is based on self-reporting. The contact address for requesting updates to the collected information is:
SITES 
Office of Development 
SITES 
PO Box 37012 MRC 941 
Washington, DC 20013-7012

6. How the information will be secured. 
SITES protects sensitive data from unauthorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alternation or modification.  The SITES Raiser’s Edge application is controlled with respect to access, authority to modify, and ability to operate it. SITES’ supports only a very limited license of five concurrent users.  Only the users requiring access of this application have the client software installed on their desktop computers.  The SITES - Director of Development manages all user accounts and administers the access based on the individual needs of the user. All new users must be sponsored by their supervisor.  Development staff adheres to information sharing code of ethics. Access is revoked promptly when a person leaves or changes jobs.

Raiser’s Edge operates on a server that is behind the SI firewall, which does not allow any access from the Internet. Client software is required in order to access the system.

The server is physically located in a secure computer room, where access is limited to authorized personnel.

The server has anti-virus protection that is updated on a daily basis.  System logs are reviewed to check for anomalies such as hacking attempts.

All privacy-related information stored on the system is relevant to the history of the business of traveling exhibitions thus retained in perpetuity. 

All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.    









