Privacy Impact Assessment

Smithsonian Institution Traveling Exhibition Service

Museum on Main Street – Key Ingredients Web Site
I. System Identification

1. IT System Name:
Key Ingredients (MoMS Web Site)
2. IT System Sponsor:  Robbie Davis
3. System Sponsor Unit: SITES
4. IT System Manager:  Steven Arnold
5. PIA Author:  Robbie Davis
6. SI Unit Director or Designee: Lori Yarrish
7. Date:  June 29, 2005 (updated January 19, 2006)
Brief (one paragraph) description of the system:

The Key Ingredients website (www.keyingredients.org) is a companion to the traveling exhibition that debuted in 2003 and will continue to travel until 2012. Through the website, visitors can obtain information about the tour schedule for the exhibition, access educational information, explore a Flash timeline of American food history, and participate in the interactive American Cookbook Project. The website includes a database that has two primary purposes: 1) to allow visitors to the website to submit their favorite recipes and relate stories about those dishes and explain why they are important and 2) to provide information on the locations hosting the exhibition and food-related resources in their communities.
II. Privacy Assessment

1. What information is being (or will be) collected.
The Key Ingredients website includes a database with two primary components. The first is a public recipe database called the American Cookbook Project. This database allows the general public to enter their favorite family recipes and a story behind that recipe. Users are asked to provide their names or a screen name. They are also asked for a city and state. The database is searchable by state, food, story, and ethnic origin (of the recipe, not the users) categories, but not by user name. No additional identifying information is collected from individuals submitting recipe information and SITES staff are unable to contact any person submitting a recipe.
The Key Ingredients database also collects information about host organizations and makes it available to the public. Hosts may also enter information on exhibition-related events, post relevant images, and list local restaurants that may be of interest to visitors. Each host has a user id and password that must be entered before they can add their local information.
2. Why the information is being collected. 
All information collected is to enhance the exhibition experience. The recipe information provides the public with an opportunity to become involved with the traveling exhibition. The local information provides host communities an opportunity to tell potential visitors more about their communities. Again, no privacy-related data elements are available to the public beyond information on how to contact host organizations.
Information available on venues includes the name of the organization, an address, telephone number, primary contact person, and an e-mail address. Sometimes, we work with volunteer-run organizations whose contact persons offer their personal contact information (telephone, e-mail) as the most appropriate source for public contact. However, no personal information like a Social Security Number, credit card number, or date of birth is collected.

3. The intended use of the information.  
The information is used to enhance the exhibition by helping venues provide more information to visitors and by offering visitors an opportunity to contribute to the project. Information from the recipe database can be retrieved through a search function. However, recipes are not searchable by the name of the person who submitted the recipe. No personal information can be accessed through a search of the website. SITES staff members do not print reports of any information from the website.

4. With whom the information will be shared. 
Information collected through the databases is available to the general public. A password protected area for administering the database is restricted to SITES staff members and staff of Interactive Knowledge, the contractor that developed the database. No interfaces to other application systems exist for this program.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Individuals submitting information to the recipe database are not required to register personal information with the website and are informed that they do not have to offer their real names with their submissions. Individuals can contact Robbie Davis at SITES at 202-633-5335 or by e-mail at davispr@si.edu if they have questions or need more information. The “Contact Us” link on the website directs all messages to Davis.
6. How the information will be secured. 
Management of the database and the information it contains is only available to relevant SITES staff and to the web contractor via a password-based system. The information contained in this database does not contain any personal information. Each host organization is authenticated through the entry of a user id and valid password before any access is granted to the user.  Public users may enter recipe information without entering an id or password, but they are not able to access the structure of the database.
The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The server operates anti-virus protection software 24 hours per day and is updated on a daily basis.

All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access. The server is maintained by SI OCIO, which is responsible for firewall management and application patches. 









