Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: SE Financial System – Lawson System
2. IT System Sponsor: Sandi Cheski
3. System Sponsor Unit: Smithsonian Enterprises (SE) 
4. IT System Manager: Grace Clark
5. PIA Author: Sandi Cheski
6. SI Unit Director or Designee: Greg Bokman
7. Date: 7-14-08
8. Brief (one paragraph) description of the system:

The Lawson Accounting system is a corporate financial software system.  Lawson includes a general ledger and is used to report on the profitability of Smithsonian Enterprises.

II. Privacy Assessment

1. What information is being (or will be) collected. 

The Lawson system stores vendor and employee information.  It contains bank account information and payment and deposit amounts.  The Lawson system is certified for accounting purposes and fully documented by the manufacturer.

2. Why the information is being collected. 
The Lawson Financial System stores employee and vendor bank account information to provide automatic direct deposits.   

3. The intended use of the information.  
Bank account data stored in Lawson is used to process automatic deposit payments to vendor accounts and for expense reimbursement for employees.  This data is available via on-line query using Microsoft Windows-based Lawson client software. In addition, it is transmitted to a bank for deposit into appropriate accounts for payment.  
4. With whom the information will be shared. 

Access to this data is strictly controlled by accounts and passwords to a limited number of people who work with this data as a part of their job.   The Lawson system data is available to Accounting and MIS staff.  
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The SE Accounts Payable Department collects the automatic deposit account information for new vendors and employees.  While direct deposit is mandatory for vendors, it is voluntary for employees.
6. How the information will be secured. 
Access to this data is strictly controlled by profile-driven accounts and passwords to a limited number of people who work with this data as a part of their job.   Sensitivity data is transmitted to the bank regularly via a web browser encrypted certificate.  BOA posts direct deposit payments to vendor and employee accounts.

Sensitive Data is backed up to tape nightly.  The tapes are rotated offsite weekly and secured in a locked environment.  Sensitive data is retained for many years (determined by IRS auditing requirements) in the database and in the tape archives.  Tape archives are stored under secured conditions.

