Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: 
Retail Point of Sale System
2. IT System Sponsor:  Mike Delano
3. System Sponsor Unit: Smithsonian Enterprises 
4. IT System Manager: Grace Clark
5. PIA Author: Christopher Smith
6. SI Unit Director or Designee:  Paul Flickinger
7. Date: 7-14-2008
Brief (one paragraph) description of the system:

Triversity Transactionware is the client/server software used for performing Point of Sale (POS) transactions in Smithsonian retail and museum stores.  The system is comprised of various Triverity applications installed on Windows 2003 servers and XP workstations (registers) residing in each store.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
Sales Clerks collect phone numbers and credit card data from customers.
2. Why the information is being collected. 
Collecting credit card data is necessary for completing credit card sales in retail stores. Telephone numbers are collected for marketing purposes.  Customers provide Telephone numbers on a voluntary basis.

3. The intended use of the information.  
Credit card data is collected to enable and fulfill credit card sales/orders.   Retained information is used by SE SAR staff to calculate final sales amounts and ensure data integrity.
4. With whom the information will be shared. 
The data is accessible by staff members from the SE Management information Systems (MIS), Retail POS and SAR Departments.  
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Credit-card data and telephone number collection is voluntary.  Credit card number, cardholder name, and expiration date are required data.  Sales clerks may also request zip code, but supplying this information is optional.  
6. How the information will be secured. 
The POS system operates on a private (non-public) IP network. All POS systems require log-in and unique passwords. Credit card data travels on a private IP point to point connection with the bank for authorization and settlement.

