Privacy Impact Assessment (PIA) 

I. System Identification

1. IT System Name: Retail Merchandising system – Island Pacific
2. IT System Sponsor: Sandi Cheski
3. System Sponsor Unit: Smithsonian Enterprises 
4. IT System Manager: Grace Clark
5. PIA Author: Sandi Cheski
6. SI Unit Director or Designee: Paul Flickinger
7. Date: 7-14-08
8. Brief (one paragraph) description of the system:

The Island Pacific Retail Merchandising System provides all functionality related to merchandising for the Smithsonian Museum Shops.  The system provides the following software based tools:

- Inventory control

- Purchase Order Processing

- Warehouse distributions

- Price Management

- Merchandising accounts payable

- Sales Collection

- Sales audit
II. Privacy Assessment

1. What information is being (or will be) collected. 
Truncated Credit card number, cardholder name, and expiration date are collected at the point of sale and transmitted to the Island Pacific application daily. Sales transaction data is audited for accuracy against deposits and bank records.

2. Why the information is being collected.
IRS regulations and the banks require that we keep sales transaction data for a specific period of time.

3. The intended use of the information.  
The intended use of the sales data is to consummate sales transactions.  Storage of the data after the fact is required for historical reporting and record keeping requirements by the federal government and the banks in which we conduct business.

4. With whom the information will be shared. 
The Smithsonian Accounting staff has access to the reports generated by this system.  The IT staff also has access to this data and reports.  Customer data is pulled from the store point of sales system (Triversity) to the Island Pacific system daily over a private and secure datalink.  There are no additional interfaces to other systems.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The information on the credit card is volunteered by our customers as a form of payment.  The credit card data is shared with First Data Merchant Systems when it is transmitted from the store to the credit card processor, but is not shared outside the Smithsonian once it is in store POS applications.
6. How the information will be secured. 
Access to this data is strictly controlled by profile-driven accounts and passwords to a limited number of people who work with this data as a part of their job.   Sensitivity data is transmitted over private networks or IPSect encrypted public network connections.
Sensitive Data is backed up to tape nightly.  The tapes are rotated offsite weekly and secured in a locked environment.  Sensitive data is retained for many years (determined by IRS auditing requirements) in the database and in the tape archives.  Tape archives are stored off-site under secured conditions.

