Privacy Impact Assessment 

For the

Smithsonian Online Academic Appointment System
(SOLAA)
I. System Identification

1. IT System Name: Smithsonian Online Academic Appointment System (SOLAA) 
2. System Sponsor: SOLAA Oversight Committee / Committee Chairs: 
Pamela Hudson-Veenbaas, Office of Fellowships

Tracie Spinale, Smithsonian Center Education and Museum Studies 

3. IT System Unit: Office of the Chief Information Officer (OCIO) 
4. IT System Manager: Carla Roeper, OCIO
5. PIA Author: Joseph Russo, OCIO 
6. Unit Director(s): 
Catherine S. Harris, Director Office of Fellowship

Stephanie L. Norby, Director Smithsonian Center Education and
   Museum Studies

Deron Burba, Director OCIO
7. Date: 11/03/08
Brief (one paragraph) description of the system:

The SOLAA project’s purpose is to replace current systems and manual processes used to evaluate and select applicants for internships, fellowships, and other academic appointments.  SOLAA will be used by many offices throughout the Institution to facilitate the complex process of application, evaluation, recommendation, and acceptance.  The mission of the SOLAA system is to provide one common portal and process to accept all academic appointment applications from the public and provide management of the applications by the individual units and central offices. This will initially support internships and fellowships but over time will expand to include all academic appointments. 
II. Privacy Assessment

1. What information is being (or will be) collected. 

The system will collect application information for fellowship, internship, and other academic programs that are offered to students and researchers by various Smithsonian Institution units. The following information will be collected and stored in SOLAA:

1) Full applicant name, month and year of birth, address, phone, email, education and work experience history, skills, and other information used to evaluate the applicant’s candidacy.  Optional information is also requested based on applicant background.  
2) Transcripts submitted by the applicant may contain Social Security Number (or foreign equivalent). 

The information is collected directly from the applicant in an on-line Web based format.  The accuracy of the information in the system is dependent on the applicant’s own submission. 

2. Why the information is being collected.

1) Educational history information, past employment, responses to specific questions, and references are needed to establish a profile of the potential appointee, and to make a decision on which applicant(s) to choose for a specific program. Contact information is used to communicate with the applicant regarding application status and admission and/or financial stipend decision.
2) SSN is not explicitly required as part of the application process but may be included in transcripts or other submitted documents especially if these documents are provided in an image format.

3) Historical applicant information is maintained for research purposes (i.e. determine application volume trends, popularity of particular SI programs, etc).

3. The intended use of the information.  

Use of personal privacy-related information contained within the SOLAA databases is limited to:
· Contacting Applicants

· Admission application review and decision 

· Summarized information for statistical review 
· Financial stipends (if provided).
All information about applicants, including names and addresses and application materials (essays, project proposals, abstracts and CV/resumes) for awardees are stored on SOLAA and retained in perpetuity.  Transcripts and recommendation letters are retained for ten years. All application materials for non-selected individuals will be deleted after ten years.  
System and data backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.

4. With whom the information will be shared. 

Full access to the applicant information, submitted and stored in SOLAA is restricted to specifically authorized users from Smithsonian Institution Units where academic appointment opportunities are offered.  The information contained in the system can be retrieved and processed by:

·  SOLAA administrative staffs, as assigned by each of their Smithsonian units, to manage the SOLAA program and applications. Applications may be viewed by internal Smithsonian staff assigned as a reviewer. Only the SOLAA System Coordinators may edit an application after it has been submitted. The applicant can see who and when their application was edited when they view their application.

· Reviewers, outside the Smithsonian, can be authorized to retrieve application information and to print application materials.  
· OCIO System Administrators, who are responsible for the day-to-day operation of the SOLAA system, will also have administrative access to the system and data.

Access to the data in SOLAA is limited to those individuals who need it to perform the duties of their job and must be approved by a System Coordinator. Levels of access can be assigned for each individual user according to role based responsibility. This access is revoked whenever a user leaves or changes jobs. 

The SOLAA system interfaces with the Institutional e-mail system for the purpose of sending information to applicants, SOLAA administrative staff, and reviewers.  It does not share any data with any other system either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

SOLAA is compliant with the general terms of the Smithsonian Institutions privacy statement that appears on the public website.
6. How the information will be secured. 

SOLAA is certified and accredited by the Smithsonian Office of the CIO, based on the National Institute of Standards and Technology Special Publication 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems. The Smithsonian’s certification and accreditation program requires testing of security controls based on the categorization of the system and required controls for confidentiality, integrity and availability.  

Public applicants must apply for a userid and password prior to submitting application materials.  Transmission of applicant data into the system’s public portal is required to use HTTPS (Hypertext Transfer Protocol over Secure Socket Layer).

Smithsonian SOLAA Administrative Staff and System Administrators must have an internally validated login credential from within the Smithsonian’s network.  

Reviewers will have access to designated application through a public facing reviewer’s portal. A unique private security code is provided for each reviewer to see a specific application.  

The SOLAA system operates on the Smithsonian’s IT Infrastructure which is also certificated and accredited.    
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