Privacy Impact Assessment 

I. System Identification

1.  IT System Name:  Online Entry form for the Outwin Boochever Portrait Competition
2. IT System Sponsor:  National Portrait Gallery
3. System Sponsor Unit:  Victor Building, Suite 4100, 750 Ninth St., NW, DC 20001, MRC 973
4. IT System Manager:  Brandon Fortune
5. PIA Author:  Brandon Fortune  
6. SI Unit Director or Designee:  Martin Sullivan
7. Date:  June 2, 2008 – July 31, 2008
Brief (one paragraph) description of the system:

 This system collects basic personal information, credit card information (through CyberSource; not saved), and information about fine arts portraits entered in the NPG portrait competition.  This system does not collect SSN, and does not save credit card information.  The personal information, consisting ONLY of full name, address, e-mail address, and telephone number, is moved into an online, security-protected jurying system, and will be archived at NPG after November 30, 2008.  
II. Privacy Assessment

1. What information is being (or will be) collected. Describe each of the specific sensitive elements (e.g. SSN, credit card number, etc); the source of the information (e.g. directly from the subject via a Web form, extracted from another system, third part sources, etc.); how the system ensures that the data is accurate, current and complete. Specify any additional documentation describing the data elements. 

The system collects contact information and credit card numbers (through CyberSource), directly from the subject via a Web form.  The Web site was created and is hosted by Melia Technologies in Atlanta, the same company that worked with us on the 2006 portrait competition.  CyberSource, the SI-approved credit card authorization company, does not save the credit card information once it has been charged.  

2. Why the information is being collected. Describe why the sensitive elements are both relevant and necessary to the purpose for which the system was designed.

The subjects are artists who must pay a $35.00 entry fee in order to enter the NPG portrait competition.  We also must collect their names, addresses, e-mail addresses, and telephone numbers in order to contact them regarding their status in the competition.
3. The intended use of the information.  Describe how the data will be used by the Smithsonian (e.g. to fulfill orders, to contact donors, etc). Specify the reporting/retrieval mechanism (e.g. on-line query, printed reports. etc.)

The credit card information is used, via CyberSource, only to collect the $35.00 entry fee, and then the information is not saved.  Subjects’ personal information exists in a security-protected system created by Melia Technologies. 

4. With whom the information will be shared. Specify who will have access to the data (e.g. specific/all SI staff, contractors, other agencies, the general public, developers, etc). Describe how access is determined and controlled (in each instance). Specify any interface with another system, internal or external, and describe the information that is exchanged.
The only staff authorized to access the CyberSource data are NPG staff who were given passwords by Jonathan Johnson of the SI Office of the Comptroller.  Two contract staff who created the site for NPG were authorized to have access in late May so that the site could be linked to CyberSource, but we terminated their access, as they do not use it.  NPG staff will view the subjects’ personal information and submitted artworks through a private, security-protected system created for us by Melia Technologies.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  Describe the conditions under which the information is collected. If the some or all of the sensitive data is optional or voluntary, specify which elements are required and which are optional. If appropriate, specify the consequences of not providing the sensitive data. If the information is shared outside the Smithsonian, specify how the individual was notified or provided consent. Describe the means by which individuals can determine if their information is accurate and how they can correct it if it is not.

We created the form so that the credit card information is the only sensitive data that is required, and that information is not saved.  We do not collect any other sensitive data.  Subjects provide their name and contact information voluntarily.  

6. How the information will be secured. Briefly specify the applicable technical, operational and management safeguards that will ensure the security of the data in this system. Include the controls that are in place to ensure that the sensitive information is not misused by either internal or external users. (Since this document will be made public, do so only to the extent that this does not negatively affect the security of the system). These safeguards should be a summary of those described in the System Security Plan. Specify the retention schedule for the data, including backups, and the means by which the information is destroyed when it is no longer needed. If the system uses technology in ways that the Smithsonian has not previously used describe the effect on personal privacy.

We have a secure site license in place, and CyberSource is the SI-approved credit card authorization company.   Subjects are given a registration number, by which they may log in to view the information about themselves and their fine art portrait.  Their credit card information is not stored, and not accessible, even to the subject.  Subjects’ non-sensitive personal information is stored in a security-protected system, and only NPG staff have access to this private system through entering their SI e-mail and a seven-digit code.

