Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  Website Comments
2. IT System Sponsor: Matthew MacArthur
3. System Sponsor: Office of Education & Outreach 

4. IT System Manager: Rick Luhrs
5. PIA Author:  Katherine Morton, New Media Program
6. SI Unit Director or Designee: Matthew MacArthur
7. Date: March 7, 2007 
8. Brief (one paragraph) description of the system:
This system uses servers kept by OCIO. This system is used in NMAH online exhibits, to allow users to post comments in a regulated forum, and also to enable E-Card and Tell-A-Friend features.  
Comment Posting forms:
- A More Perfect Union: “Reflections” feedback submission form  
E-Card/Tell A Friend:

- Sports: Breaking Records, Breaking Barriers: Tell A Friend feature 

- Whatever Happened To Polio: E-card feature
- Azucar! The Life And Music of Celia Cruz: Tell a Friend feature 

II. Privacy Assessment

1. What information is being (or will be) collected. 
In the case of the “Reflections” feature of A More Perfect Union, a database is used to collect and post the comments of Web visitors.  Comments are posted on the website without email addresses or personal information.  Selected NMAH staff chooses which comments to post.  The data can only be accessed by authorized users.  Email addresses or other personal information are NOT collected and stored.  

In the cases of Sports, Polio, and Azucar, email addresses are submitted by Web visitors, to enable the E-Card and Tell A Friend features (an email with a customized message and a promotional link back to the online exhibit).  Email addresses are only kept ephemerally by the database, and just for the purpose of sending.  Once the e-card or email is sent, the email address and other submitted data is purged from the database.  E-mail addresses and names are collected, but NOT stored.  
In all cases, the information is collected directly from the visitor in an on-line Web form. The accuracy of the information in the system is dependent on the visitor. 
2. Why the information is being collected.
This system is being used for 2 reasons: 1) To enable E-Card and Tell A Friend features.  These provide interactivity of NMAH Web sites, and a method of “viral” marketing.  2) To allow Web visitors to share their thoughts on the A More Perfect Union online exhibition.
3. The intended use of the information.
The information is used to provide interactivity of NMAH Web sites by allowing Web visitors to share their thoughts and post them in a regulated forum, and by enabling the E-Card and Tell A Friend features.  
4. With whom the information will be shared.
In the case of A More Perfect Union, the data can only be accessed by authorized users. Authorization is provided on an as-needed basis at a user level, current authorizations include Jennifer Jones, chair of the Division of Military History and Diplomacy, and three employees of the New Media Program.  
In the case of the E-Card and Tell A Friend features, e-mail addresses and names are collected, but NOT stored OR SHARED. E-mail addresses are used to send the card or forward a link to a friend, and then they are deleted from our system and are never accessed by Smithsonian staff.  

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.
Submission of personal information is optional and voluntary. 
For the submissions on A More Perfect Union an email address is optional, the required fields are name and the comment. They are not archived, other than what is currently being displayed on the website. 

If an individual wishes to send an e-card or use the Tell A Friend feature, he or she must provide an email address. You cannot send an e-card or use the Tell A Friend feature without providing your email address. 
All Web forms include a link to the Smithsonian privacy policy page. There is no opportunity given to the user to contact SI in order to update the collected information, because the information is not stored. It is used once and then deleted.
6. How the information will be secured. 

In the case of A More Perfect Union, the data can only be accessed by authorized users.  This system is not used to collect personal or privacy-related information.  Comments posted to websites are not archived, with the exception of what is currently being displayed on the website.   In the case of the E-Card and Tell A Friend features, e-mail addresses and names are collected, but not stored.  

The servers used to process these web functions are physically protected in a secure computer room, where access is limited to authorized personnel.

System logs are reviewed on a regular basis to check for anomalies such as hacking attempts.  

Application updates are implemented approximately twice a year, and OS patches are installed every six months, with critical patches installed promptly. All servers have up-to-date anti-virus software.










