Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Wall of Honor Honoree Locator Database
2. IT System Sponsor: Lorili Toth
3. System Sponsor Unit: National Air and Space Museum (NASM)
4. IT System Manager: Victoria Portway
5. PIA Author: Jon Hallenberg
6. SI Unit Director or Designee: John Benton
7. Date: 07/01/05
Brief (one paragraph) description of the system:
The National Aviation and Space Exploration Wall of Honor Honoree Locator database is a listing of names and locations found on the National Aviation and Space Exploration Wall of Honor at the Steven F. Udvar-Hazy Center. An online form on the NASM Web site allows web site visitors to search the list in order to locate a name on the physical wall.
II. Privacy Assessment
1. What information is being (or will be) collected. 
The Wall of Honor Honoree Locator database stores the first and last name, and the Wall of Honor location coordinates for that honoree's name. The accuracy of the information in the database is verified by NASM Development staff. The online form allows the web visitor to search for an honoree's location based on the honoree's name. Last name is required and first name is optional. No address, email or contact information is collected or stored in this system.
2. Why the information is being collected. 
The personal information is stored for the sole purpose of assisting the web visitor in locating honoree names on the physical wall. The Wall is very large and contains thousands of names.
3. The intended use of the information.  
Use of personal privacy-related information stored in the Wall of Honor Honoree Locator database is limited to: a) locating the honoree’s name on the physical Wall of Honor through the web form. No other applications on the NASM Web site access this information. 
4. With whom the information will be shared. 
NASM's Interactive Media Division (IMD), for the purposes of maintaining the online application, has access to the database. The Wall of Honor program staff provides honoree data to IMD for maintaining the application, but has no direct access to the Web site database.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Application to be included on the Wall of Honor is completely voluntary, and applicants are informed that their information will be included in the Museum's collections, which are part of the public record. As part of the process, applicants will soon be given the option of withholding their personal information from the web accessible interface. Specific questions can be directed to:




Lorili Toth


Program Manager, Wall of Honor

Smithsonian National Air and Space Museum

Independence Avenue at Sixth Street SW

Suite 3700, MRC 321
Washington, DC 20560
6. How the information will be secured. 
Other than direct access to database tables by IMD staff for the purposes of maintaining the online application, no access is provided to this data.
The Wall of Honor Honoree Finder database and application operate on a server that is behind the SI firewall. The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The system has anti-virus protection that is updated on a daily basis. System logs are reviewed on a weekly basis to check for anomalies such as hacking attempts.
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