Privacy Impact Assessment (PIA)
I. System Identification

IT System Name: 
VolunteerWorks
IT System Sponsor: 
Helen Moore
System Sponsor Unit: 
FONZ DEVS Volunteers
IT System Manager: 
Paul Shoop
PIA Author: 
Helen Moore & Carlos Garza
SI Unit Director or Designee: 
John Berry
Date: 
7/1/2008
Brief (one paragraph) description of the system:
VolunteerWorks is a database program used to manage volunteer information.  The program allows for record keeping of current volunteers including contact information, volunteer program status, demographic information, etc.  It is also useful for maintaining information about prospective volunteers and their areas of interest.  The data can be manipulated to do a variety of tasks including printing labels and contact information lists or emailing a group of prospective volunteers for a particular program.  

II. Privacy Assessment

1. What information is being (or will be) collected.
The prospective, active, or inactive volunteer’s name, mailing address, email address, phone number (home, work, and/or cell), birth date*, assessment dates/notes, method of transportation to the Zoo*, gender*, ethnicity*, and level of education*, and programs of interest may be collected.   Note:  All starred items are not required.  Birth dates are collected for individuals under the age of 18 for the teen volunteer programs.

Data is collected via an online form completed by prospective volunteers. Alternatively, prospective volunteers may complete a volunteer brochure which is sent to our office and inputted into the VolunteerWorks system.  The information we collect from prospective volunteers is limited to contact information and what program(s) s/he is interested in.

Once a volunteer successfully completes training we ask them to complete a survey.  This survey includes the method of transportation, gender, ethnicity, and level of education.  
2. Why the information is being collected.
VolunteerWorks serves as a contact management system to notify current and prospective volunteers of events and activities, and is used to generate volunteer demographic data for grant and other proposals.   
Date of birth is collected only for teen volunteers to ensure they meet the age requirements of the program. Sharing gender, ethnicity, transportation and level of education is not a requirement for volunteers. Personal information serves as the basis for descriptive aggregate reports about the volunteer force requested by the National Zoo executive office and used in conjunction with grant applications.
3. The intended use of the information.
Collected information is used by volunteer staff only to manage volunteer information.  The program allows for record keeping of current volunteers including contact information, volunteer program status, demographic information, etc.  It is used for maintaining information about prospective volunteers and their areas of interest.  The data is also used for administrative purposes such as printing labels and contact information lists, and emailing groups of prospective volunteers about specific volunteer programs. Information is only used in the context of volunteer management and is not shared with other programs or departments.   

4. With whom the information will be shared. 

Only abstract generalized data, in the form of reports to the Zoo executive office, is shared outside of the volunteer office. Reports are generally in the form of percentages or counts. No specific information about volunteers or prospective volunteers is shared outside of VolunteerWorks.
Only volunteer staff who directly manage or support volunteer programs at the National Zoo have access to this information.  Each staff member with access has been designated as a systems operator and must sign in with a log-in and password.

This system is maintained on a network and accessible on volunteer staff workstations. It is not interfaced with any other program.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
Information is entered into VolunteerWorks after the individual has voluntarily shared their data with the Volunteer Office staff.
Point of contact:

Program Manager for Volunteer Services

mooreh@si.edu; 202/633-3059

6. How the information will be secured. 

The system is protected by the Smithsonian firewall and has current anti-virus software. Security patches are routinely applied Logical access to the database is protected by limiting the number of accounts and strong password policies. The information is accessed by volunteer staff on password protected workstations. These workstations are patched to the current level and are running up-to-date antivirus software. Additionally, EPO agent and Cisco security agent are installed on each desktop. The workstation also points to the appropriate SUS server for patch updates. 
