Privacy Impact Assessment (PIA)
For the

Time Matters Management Information System
I. System Identification

IT System Name: 
Time Matters Management Information System
IT System Sponsor: 
John Huerta
System Sponsor Unit: 
The Office of General Counsel
IT System Manager: 
 Steve Stern (IT Contractor)
PIA Author: 
 Lauryn Guttenplan
SI Unit Director or Designee: 
John Huerta
Date: 
6/20/08
Brief (one paragraph) description of the system:  
Time Matters is an internal OGC management information system for tracking legal matters involving and relating to the Smithsonian Institution including requests, claims, litigation and inquiries received by the Office of General Counsel.  For each new matter, a new entry is created in Time Matters which includes the name of the matter, the attorney responsible for handling it, the nature of the matter and the unit for whom the work is being done.  Each matter is capable of having related e-mails and documents attached to it electronically; i.e., through pointers, so that the evolution of a matter can be tracked. No information contained in Time Matters is accessible over the internet or through any SI computer, other than OGC. The information in Times Matters is confidential and protected by an Attorney Client privilege as well as an Attorney Work Product Privilege. OGC cannot disclose its contents without potentially waiving the attorney client and work product privileges.  
II. Privacy Assessment

1. What information is being (or will be) collected.
If a member of the public submits a request for information, files a claim, or otherwise makes an inquiry of a legal nature, the matter will be entered into the Time Matters database.  Such matters may arise by letter, phone call, e-mail, or fax.  The person’s name, address, phone number and e-mail might be entered into the database for purposes of responding to the inquiry.  If the matter involves a legal claim, personal information provided by the individual and relevant to the claim may be included in the electronic file attached to the matter in Time Matters.  For example, discrimination claims may contain legal pleadings that may include information about a person’s race, gender, or marital status, and such pleadings may be attached electronically to the Time Matters file.  Social security numbers are not collected. 
2. Why the information is being collected.
If a member of the public submits a request, claim or inquiry of a legal nature, certain information must be collected in order to evaluate the merits of the request or to respond to the person.  Some of that information may be entered into the Time Matters file in order to track the matter and ensure that it is handled in a timely manner by the attorney or paralegal to which it is assigned. Most of the information concerning the legal matter is kept in a hard copy file.  If additional information is needed to handle the request, claim or inquiry, the member of the public may be asked to provide such information; it usually is not entered in Time Matters, unless it relates to a method of communication with the individual; e.g., a change of address, phone number or email.
3. The intended use of the information.
The information is used for the sole purpose of internally tracking legal matters within OGC. The Time Matters files are not the official files of OGC or necessarily the complete files, which are maintained in hard copy. The information in Time Matters may be used, along with hard copy files, to decide an individual’s claim, or respond to the request, claim or inquiry on its merits.
4. With whom the information will be shared. 

All staff of the Office of General Counsel are authorized users of Time Matters and have access to it at all times.  An outside consultant (under a confidentiality agreement with OGC) responsible for advising and assisting with the technical use and implementation of Time Matters has access as do certain authorized users in OCIO. No other office or unit within the Smithsonian and no entity outside the Smithsonian has access to the Time Matters database.  Certain information contained in hard copy files that are referenced in Time Matters files may be shared with others inside and outside the Smithsonian, such as the Department of Justice or outside legal counsel, for the sole purpose of addressing the request, claim or inquiry.  Time Matters files are not shared with any other system either internal or external to the Office of General Counsel. They are not available to the public.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
No notice is required.  The information in Times Matters is confidential and protected by an Attorney Client privilege as well as an Attorney Work Product Privilege. OGC cannot disclose its contents without potentially waiving the attorney client and work product privileges.  If an individual makes a request for information, files a claim, or otherwise makes an inquiry of a legal nature, that person is not required to submit information.  If he or she declines to do so, the matter will be responded to by OGC based upon the information that OGC otherwise has on hand.

6. How the information will be secured. 

Time Matters is located on a Microsoft SQL server that is physically located in a secure computer room where access is limited to authorized personnel.  It is maintained and secured by OCIO in accordance with institutional requirements, including antivirus software and security patches.    Operational controls are in place and administered by the Office of General Counsel to ensure compliance with Smithsonian policies.  The system is backed up by OCIO on a daily basis.
