Privacy Impact Assessment (PIA) 
I. System Identification

1. IT System Name: SmithsonianEducation.org Event Registration Database
2. IT System Sponsor: Tracey Enright
3. System Sponsor Unit: SCEMS
4. IT System Managers: Toni Willis


5. PIA Authors: Tracey Enright, Toni Willis

6. SI Unit Director or Designee: Stephanie Norby 

7. Date:7/2/2008
8. Brief (one paragraph) description of the system:
SmithsonianEducation.org Event Registration Database registers members of the public for programs and events sponsored by SCEMS. The system collects basic contact and demographic information from participants and confirms their registration via a confirmation screen and an email sent to the address provided by the registrant. Though it is primarily used for Smithsonian Teachers’ Night the system was configured to be used by other project managers for other SCEMS programs and events.
II. Privacy Assessment

1. What information is being (or will be) collected. 
Participant names, occupation, email address, mailing address, school name, school district, grade level, curriculum, and survey questions of future notifications.
Source of the information—directly from the recipient via electronic-based registration form completed and submitted by the requestor. 

2. Why the information is being collected. 
The information is collected in order to register event participants and invite them to subscribe to the Smithsonian Education News for notification of future education events and activities at the Smithsonian Institution.
3. The intended use of the information.  
In the case of Smithsonian Teachers Night, database information is used to send a reminder email to registrants and to generate a participant list for use during check-in at the program. After Teachers’ Night, participants who indicated that they are willing to receive more information, receive a follow up “thank you” email. Smithsonian units that participated in Smithsonian Teachers Night may notify participants that requested future information via postal mailings (not email) about education events and programs as appropriate. Participants who indicated that they do not wish to receive further information do not receive these notifications.
4. With whom the information will be shared. 
All-access is granted to the IT Specialist, Webmaster, and Tracey Enright. 

Email addresses are only used for 1) the confirmation, reminder and thank you emails associated directly with the Smithsonian Teachers’ Night for which participants registered and 2) the educator e-newsletter which is sent out quarterly to notify educators about educational programs, events and resources at the Smithsonian.
Mail addresses are provided to Smithsonian education offices that participated in Smithsonian Teachers’ Night as an exhibitor on a request basis. They are instructed to use the list only once per request, not share it with any other group (Smithsonian or non-Smithsonian) and destroy it upon completion of their mailing. 
It is a closed system. There are no internal or external systems that interface with the system.    
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The online registration form contains the following question:
“Would you like to receive information about future education events and resources?  (a yes/no check box follows)
Information collected from Smithsonian Teachers' Night registration will not be sold, exchanged, or released to outside organizations. For more detailed information please read our privacy policy. A link is provided to: http://www.smithsonian.org/privacy/”
Participants who answer “no” to this question are removed from lists for all future mail and email communication. Their demographic information is included in statistical analysis of the participant population.

Personal privacy-related data is not shared outside the Smithsonian.  

  
6. How the information will be secured. 
The SmithsonianEducation.org Event Registration Database is operated on the SI server that is behind the SI firewall which does not allow public access from the internet. The server is fully patched and has antivirus software.  

The information is stored on a secured network server.  Access to the information requires a user name and password in order to proceed to the Event Admin tool which also requires a separate user name and password.
When a registrant no longer wishes to attend the Teachers’ Night event, the information is deleted from the database.  










