Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian Institution Archives Online Finding Aids
2. IT System Sponsor: Anne Van Camp, Director
3. System Sponsor Unit: Smithsonian Institution Archives (SIA)
4. IT System Manager: Tammy Peters, Pamela Henson

5. PIA Author: Riccardo Ferrante
6. SI Unit Director or Designee: Anne Van Camp
7. Date: 8/7/08
Brief (one paragraph) description of the system:

8. 
The Smithsonian Institution Archives Online Finding Aids are collection finding aid documents made available publicly through the Smithsonian Institution Archives website. Included in the collection organization and description are references to individuals significant to a particular collection. This information is maintained as a set of collection-specific HTML records.
 
II. Privacy Assessment

1. What information is being (or will be) collected. 
Names, addresses, dates of birth/death, and work organizations are noted in the SIA Online Finding Aids. This information is supplied by the party transferring that collection to the SI Archives or is the result of research done by SIA staff as part of their responsibilities in preparing transferred records for accessioning into the SIA collections. These entries may include names, addresses, age, gender, or other personal identifiers. In most cases, the individuals referenced are deceased or their information is generally available from public sources. 
2. Why the information is being collected. 
Personal information is being retained/collected solely as it pertains to providing a complete and accessible collection record.  The finding aids are used by researchers, scholars, and SI staff to speed identification of collection items germane to their field of inquiry.
3. The intended use of the information.  
The information is used in the Online Finding Aids to facilitate research and reference requests by enabling researchers to identify specific record sets potentially germane to their research. Researchers are thereby able to most fully utilize their time at SIA.
4. With whom the information will be shared. 
Access to the Online Finding Aids is unrestricted. It is available to all parties using a web browser with access to the Internet. Only the Archives webmaster or authorized delegate may post new records. Only authorized unit staff can create and modify the online finding aids. Publication or update of an online finding aid to the website must be approved by the appropriate division manager and is performed solely by the unit webmaster. Working drafts of the finding aids are maintained on a file server located on the Smithsonian internal network, accessible only to unit staff using desktop workstations. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

Individual inquiries into SIA privacy-related information can be made in writing to:
Archives Manager
Smithsonian Institution Archives 

900 Jefferson Dr. S.W. MRC 414

Washington, DC 20560

6. How the information will be secured. 
The SIA Online Finding Aids assures the integrity of data stored in electronic form, and protects that data from unauthorized alteration or modification. The Online Finding Aids are controlled with respect to creation and modification authority, access to final versions prior to publication, and to publication to the website. The SI network authenticates user names and passwords before permitting access to the file server in accordance with SI IT security policy. 

Anti-virus software is maintained on all workstations accessing the network file server and SI web content management servers. OCIO is responsible for the maintenance of anti-virus software on the server devices. 
All new users must be sponsored by their supervisor. All users must have an active SI network account, which is controlled by the OCIO in accordance with SI IT policy. Access is revoked promptly whenever a user changes job responsibilities or leaves SIA. 

The operators of SIA Online Finding Aids comply with the SI Technical Standards and Guidelines for computer security. 









