Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  
Smithsonian Institution Archives Collection Management System (SIACMS)
2. IT System Sponsor: 
Anne Van Camp
3. System Sponsor Unit: 
Smithsonian Institution Archives (SIA)
4. IT System Manager: 
Tammy Peters
5. PIA Author: 

Riccardo Ferrante
6. SI Unit Director or Designee: Anne Van Camp
7. Date:


8/7/05
Brief (one paragraph) description of the system:

8. 
The Smithsonian Institution Archives Collection Management System (SIACMS) collects and stores text information pertaining to the collections of SIA. This includes intellectual significance, collection identification, physical characteristics, access and other restrictions of collection items, reference requests and transactions pertaining to collection items, and all ongoing collections management transactions and processes. This information is contained in a database that is made accessible to authorized SIA staff to assist in the management of collections. 
II. Privacy Assessment

1. What information is being (or will be) collected. 
Names, addresses, phone numbers, fax numbers, email addresses, and work organizations are stored in the SIACMS. This information is supplied via email or in writing by researchers as part of their requests for access to SIA collections or as part of a reference request about SIA collection material. 

2. Why the information is being collected. 
Contact information is collected as an official record of individuals and organizations interacting with the Archives and its collections. 
3. The intended use of the information.  
The information is used: 1) in the verification of the identity and affiliation of the person requesting access for the assessment of the request for access; 2) to respond to reference requests; and 3) to facilitate ongoing communication with the individual during the course of their interaction with Archives collections. The information is maintained as part of an internal record of the transaction. No printed reports are distributed.
4. With whom the information will be shared. 
Authorized SIA staff access varying levels of information in the SIACMS only as needed. The screen-level access is controlled by the system administrator. Contractors have limited access as required to provide software system support. Access is revoked promptly whenever a user changes job responsibilities or leaves SIA. The SIACMS does not interface with any other internal or external systems.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

Individual inquiries into SIA privacy-related information can be made in writing to:
Archives Manager
Smithsonian Institution Archives 

600 Maryland Ave. S.W. MRC 507
Washington, DC 20560

6. How the information will be secured. 
The SIACMS protects sensitive data from authorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alteration or modification. The SIACMS is controlled with respect to access, modification authority, and operation. Only authorized unit staff access the system, and do so using desktop workstations. SIACMS authenticates user names and passwords before permitting access. It uses the authenticated data values to define the degree and levels of access. These levels of access are controlled by the system administrator. 

The SIACMS runs on a server behind the SI firewall, which does not allow any access from the Internet. Client software is required to access the system. The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The server utilizes anti-virus protection updated on a daily basis. System logs are reviewed periodically to check for anomalies. When appropriate, operating system and application patches are used.
Levels of access to the SIACMS are controlled and configured by the system administrator according to the job requirements of the individual user as determined by their supervisor and the system administrator. The system has table level security with three levels: unavailable, read-only, and edit. All new users must be sponsored by their supervisor. All users must have an active SI network account, which is controlled by the OCIO in accordance with SI IT policy. Access is revoked promptly whenever a user changes job responsibilities or leaves SIA. 

The operators of SIACMS comply with the SI Technical Standards and Guidelines for computer security.

All privacy-related information stored on the SIACMS is relevant and necessary to the delivery of primary services to the research community. The information is retained for a period of five years. It is then destroyed according to SI guidelines. All backups are retained for a limited time period by OCIO OIT and kept in a secured room with limited, controlled access. 






