Privacy Impact Assessment (PIA)

I. System Identification

1. IT System Name:   Renwick Kiosk
2. IT System Sponsor:  Mitzi Harp
3. System Sponsor Unit:  SAAM
4. IT System Manager:  Mitzi Harp
5. PIA Author:  Mitzi Harp
6. SI Unit Director or Designee:  Mitzi Harp
7. Date: August 4, 2008
Brief (one paragraph) description of the system:

8. This system is used for gathering comments from visitors of the Renwick Gallery. The visitor may leave the comments anonymously or may voluntarily give additional identifying information such as name, address, phone or email address.
II. Privacy Assessment

1. What information is being (or will be) collected. 
The Renwick Kiosk Database system allows visitors of the museum to leave comments about their visit. The visitor may choose to also include other information such as their name, address, phone numbers and email address, but this information is completely voluntary, and not required when leaving a message. 

2. Why the information is being collected. 
The information allows museum staff to contact the visitor if the visitor left an unsatisfactory comment, allowing improved customer service and a potentially more satisfying experience for future visitors. The museum can also use email or address information for marketing of events or classes, and for fundraising and membership solicitations.

3. The intended use of the information.  
The data collected is used for newsletter and event mailings and fundraising and membership solicitations.

4. With whom the information will be shared. 
If information gathered from the Renwick Kiosk contains personal or private information (name, address, phone, email), then the account information is off-loaded from the standalone system and loaded into our contact management database. Access to this database requires user authentication. The network allows access to authorized users only, based on user profiles.  Access is determined by the system administrator. Access is revoked promptly when a person leaves or changes jobs.  The database resides on a server that is behind the SI firewall, which does not allow any access from the Internet. The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The Renwick Kiosk is a stand-alone system, is not connected to any network and has no interfaces with other systems, either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.    
The kiosk displays the message button “Please notify me of special exhibits and public programs”. The user can choose to do nothing and will not be asked for any private information. The user may also click on one of the options within the message button “Notify me by email” or “Notify me by mail”. If one of them is chosen a pop-up window appears where the user can enter their email or mailing address. There is also a display on the main kiosk entry screen that appears to all users stating that “The Smithsonian does not sell, exchange, or release your personal information to parties outside the Smithsonian without your consent”. 
All information entered into the Renwick Kiosk is done by the visitor and is completely voluntary. 
For questions or comments, please contact Amy Hutchins at 202-633-8497.

6. How the information will be secured. 

The Renwick Kiosk is a self-contained, stand-alone system that is not connected in any way to the SI network. The Kiosk system is stored in a locked container, with access limited to authorized personnel only. Visitors of the Renwick access to the system is limited to input via a touch screen. 

