Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian Photography Initiative (SPI) Website
2. IT System Sponsor: Effie Kapsalis, Smithsonian Photography Initiative
3. System Sponsor Unit:  Office of the Undersecretary of Art
4. IT System Manager: Matt Jenkins / Mike Tuttle
5. PIA Author: Effie Kapsalis

6. SI Unit Director or Designee: Merry Foresta, Director of Smithsonian Photography Initiative

7. Date: 07/23/2008
8. Brief (one paragraph) description of the system:
The Smithsonian Photography (SPI) Initiative websites, http://photography.si.edu/ and http://click.si.edu, were created to introduce millions of people to the multi-disciplinary photographic holdings at the Smithsonian Institution.  In addition to providing a central starting point for exploring SI’s photographic collections, http://photography.si.edu/ features innovative online exhibitions. The website also provides visitors with information about photography-related exhibitions, lectures, and conferences at the Smithsonian.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
Email address, first name, last name, country, and state. 
2. Why the information is being collected. 
The information is collected to create user accounts so visitors can retrieve and share their photo sequences. Visitors also have the option to sign up to receive the SPI e-newsletter about photography-related news and events at the Smithsonian. Participation is strictly optional is not required to participate in the online photo gallery. 
3. The intended use of the information.  
Use of personal privacy-related information contained within the SPI databases is limited to retrieval by the SPI web department for distribution of the SPI email newsletter. The email newsletter is sent only to those members who chose to receive it.  
4. With whom the information will be shared. 
SPI collects and stores the information listed in Question 1 in one of two ways:

1. METHOD 1 Direct sign-up via a Smithsonian Photography Initiative listserv 
In this case, full access to the information stored in SPI database (including sensitive data), is restricted to the SPI web department. Valid login credentials are required to access the data and the system is only accessible from within the internal SI network. There are two system administrators who are responsible for the day-to-day operation of the system and have full access to the data. Access to the data in the SPI website administration tool is limited to those individuals who need it to perform the duties of their job and must be approved by their supervisor and the system administrator. This access is revoked whenever any of these users leaves or changes jobs. The system does not share and data with any other system either internal or external to the Smithsonian.

2. METHOD 2 Direct sign-up via Constant Contact: 
In this second case, visitors to SPI’s websites will be directed to a sign up page hosted by Constant Contact, a product which helps organizations manage email lists and e-newsletters. SPI’s web staff has a secure log in to access this information. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Visitors either mark a check-box and provide their email addresses (Method 1) or click a link and provide their email addresses (Method 2) to opt-in to the SPI newsletter. A confirmation email is sent to the email address provided by the visitor. Included in each e-newsletter is an option to unsubscribe from the SPI e-newsletter. Visitors can request to be removed from the list at any point by contacting:
Smithsonian Photography Initiative

PO Box 37012, MRC-518 

Washington, DC 20013-7012
spiwebmaster@si.edu
6. How the information will be secured. 
Method 1 

SPI protects sensitive data from unauthorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alteration or modification. The SPI website administration tool is controlled with respect to access, authority to modify, and ability to operate it.  Data owners and catalogers access the system through desktop workstations.  The system allows access only to authorized users based on user profiles.  Levels of access to the SPI website administration tool are controlled by the system administrator based on the individual needs of the user, as determined by both their supervisor and the system administrator. All new users must be sponsored by their supervisors. Access is revoked when a person leaves or changes jobs.

The SPI web servers are certified and accredited using guidance contained in Federal Information Processing Standard Publication 102 and National Institute of Standards and Technology Special Publication 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems.  The Smithsonian’s certification and accreditation program is based on a risk assessment and testing of controls commensurate with the importance and sensitivity of the system and acceptance of risk and authorization to operate by the program sponsor and the Chief Information Officer.   

The SPI website administration tool operates on a database server that is behind the SI firewall, and a web gateway that is in the SI DMZ.  

The servers are physically protected in a secure computer room, where access is limited to authorized personnel.

System logs are reviewed on a regular basis to check for anomalies such as hacking attempts.  

All privacy-related information stored on the servers is retained in perpetuity. All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.

Application updates are implemented approximately twice a year, and OS patches are installed every six months, with critical patches installed promptly. All servers have up-to-date anti-virus software.

Printed reports are kept behind locked doors and are shredded when no longer needed.
The information contained in the system is retrieved by the SPI web department both online and in printed reports.

The information is collected directly from the applicant in an on-line Web based format.
Method 2 (from Constant Contact) 

1. Email Privacy Policy

Constant Contacts has created this privacy policy to demonstrate our firm commitment to your privacy and the protection of your information. 

Why did you receive a mailing from us? 

Our email marketing is permission based. If you received a mailing from us, our records indicate that (a) you have expressly shared this address for the purpose of receiving information in the future ("opt-in"), or (b) you have registered or purchased or otherwise have an existing relationship with us. We respect your time and attention by controlling the frequency of our mailings. 

If you believe you have received unwanted, unsolicited email sent via this system or purporting to be sent via this system, please forward a copy of that email with your comments to abuse@constantcontact.com for review. 

How can you stop receiving email from us? 

Each email sent contains an easy, automated way for you to cease receiving email from us, or to change your expressed interests. If you wish to do this, simply follow the SafeUnsubscribe™ or Update Profile links at the end of any email. 

How we protect your privacy 

We use appropriate security measures to protect against the loss, misuse and alteration of data used by our system. 

Sharing and Usage 

We will never share, sell, or rent individual personal information with anyone for their promotional use without your advance permission or unless ordered by a court of law. Information submitted to us is only available to employees managing this information for purposes of contacting you or sending you emails based on your request for information, and to contracted service providers for purposes of providing services relating to our communications with you. 

Use of Web Beacons 

When we send you emails, we may include a web beacon to allow us to determine the number of people who open our emails. When you click on a link in an email, we may record this individual response to allow us to customize our offerings to you. Web beacons collect only limited information, such as a cookie identifier, time and date of a page being viewed, and a description of the page on which the Web Beacon resides (the URL). 

Web Beacons can be refused when delivered via email. If you do not wish to receive Web Beacons via email, you will need to disable HTML images or refuse HTML (select Text only) emails via your email software. 

Privacy Policy Changes 

This policy was created on March 2008. 

2. Safe Unsubcribe:

SafeUnsubscribe" is a branded online mark of assurance to your contacts that builds trust and confidence in your company's permission-based email marketing practices. "SafeUnsubscribe" guarantees the permanent removal of a contact's email address when he or she selects the unsubscribe link.

By selecting "SafeUnsubscribe", the contact's email address is automatically removed from your list and can be added again only if the contact chooses to opt-in at a later time.

As the trusted third party sender of your emails, Constant Contact has created "SafeUnsubscribe" to provide an added level of security protecting both Constant Contact  users and recipients of emails delivered by  Constant Contact .

3. Anti-Spam

· Founding Member of the Email Sender and Provider Coalition (ESPC) and member of  the Messaging Anti-Abuse Working Group (MAAWG)
As an advocate for small business and organizations, Constant Contact is committed to finding anti-spam solutions which meet the requirements of ISPs, email consumers, and email service providers.

· CAN-SPAM Compliant
Constant Contact's goal is to ensure that our customers are compliant with legislation and new anti-spam technologies. Our Learning Center offers tips on permission, subject lines, and other related topics.

· Anti-Spam Practices & Technologies
Constant Contact products are kept up to date with the latest delivery options to help maximize delivery of your email marketing campaigns. Strong anti-spam practices are in place to align with email marketing best practices, including: 

a. Adherence to strong permission-based policies –rented or purchased lists are not accepted

b. Authentication of outbound campaigns to help prevent forgery 

c. Mandatory email verification for any Constant Contact sender

d. Ongoing flagged email list and campaign review to prevent spam

e. Feedback loops with ISPs to identify product misuse










