Privacy Impact Assessment
I. System Identification

1. IT System Name: Smithsonian Images Photo Sales Web Application.

2. IT System Sponsor: Feng-Yenh Huang

3. System Sponsor Unit: Smithsonian Photographic Services (SPS)

4. IT System Manager: Feng-Yueh Huang

5. PIA Author: John Jones with edits by Carl C. Hansen
6. SI Unit Director or Designee: Carl  C. Hansen

7. Date: 5/25/05

Brief description of the system:  Smithsonian Images Photo Sales Web Application provides users with an online mechanism to search, select, and purchase images as photographic prints or digital files.

8. It is accessed via the World Wide Web at smithsonianimages.si.edu or smithsonianimages.com.  Once online the customer may chose to order images online, by fax, mail or phone.  If he/she chooses to purchase image/s online the customer must register giving name, address and a valid credit card number.  
II. Privacy Assessment

1. What information is being (or will be) collected?  

Name, billing address, shipping address, organization, day and/or evening phone numbers, email address, and user created password are collected at time of registration. Credit card number and credit card expiration date information are collected during purchase process. All information is collected via user completed online web forms.  System checks accuracy of email address by requiring user to respond to an email sent to the indicated address before account is activated.  Credit card information is validated via Paypal.
2. Why the information is being collected. 

Information is collected for identifying users of the system and for taking photo orders.

3. The intended use of the information.  

Data is used for the purpose of charging and delivering photo orders.  Data is retrieved via online query interface.  

4. With whom the information will be shared. 

The name, address and credit card information is sent to PayPal, our credit card processor, for credit card verification and processing. This combination of information is necessary to protect against fraudulent credit card use.  Data access is restricted to Production Control Officer, Division Chief and Office Director.  Order data is exported and imported into SPS Work Order Tracking system with only four digit reference of credit card number for receipt purposes.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

System collects data for the purpose of identifying users of the system and to facilitate ordering process.  The information is collected at the time of registration.  All information is required.  Information may be reviewed and edited by user after confirming password.  No information is shared outside the Smithsonian. POC is Michael Barnes (customer services specialist, SPS) 633-1933 (option 4) or photos@si.edu.

6. How the information will be secured. 

The system uses Secure Socket Layer (SSL) communication to protect the transaction between the donor, the Smithsonian and the credit card processor. Once an order is processed, the information is stored in the Oracle database. The system is managed by key personnel having role-based permissions to view and manage this data. All SPS interaction with the system is done via the MAC OS X operating system.  This system is checked weekly for most recent OS security updates.
