Privacy Impact Assessment (PIA)
For the

Smithsonian Education News Database
I. System Identification

1. IT System Name: Smithsonian Education News (E-Newsletter) Database
2. IT System Sponsor: Michelle Smith
3. System Sponsor Unit: SCEMS
4. IT System Managers: Toni Willis


5. PIA Author: Toni Willis

6. SI Unit Director or Designee: Stephanie Norby 
7. Date:6/11/2008
8. Brief (one paragraph) description of the system:
The Smithsonian Education News (E-Newsletter) is an electronic bi-annual newsletter for subscribed educators and affiliates in education.  The database contains Smithsonian Education News recipient requested information completed from the online subscription request form.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
The form requests recipients name, occupation, email address, acceptance of the subscription and email notification.
Information is obtained directly from the recipient via electronic-based registration form completed and submitted by the requestor.  The accuracy of the information is dependent on the subscriber.  An accurate email address is required to obtain the newsletter subscription.
2. Why the information is being collected. 
The information is collected in order to send electronic notification via Smithsonian Education News (E-Newsletter) of future events and activities at the Smithsonian Institution.  Subscriber occupations are requested for statistical reporting and distribution of event information to specific occupations.
3. The intended use of the information.  
The information will be used to provide electronic notification and invitations to upcoming events at the Smithsonian Institution twice a year.  
4. With whom the information will be shared. 
All-access is granted to the IT Specialist (INET), Webmaster, and Director for Publications and Electronic Media.  Smithsonian Business Ventures has limited access through the delivery of an electronic mailing list from the IT Specialist per the Webmaster and Director for Publications and Electronic Media instruction.
It is a closed system.  There are no internal or external systems that interface with the system.    
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Personal privacy-related data is not shared outside the Smithsonian.  Subscribers email questions and concerns through the website which is monitored by the IT Specialist (INET).  The E-Newsletter contains a link to opt out of receiving further subscriptions.  

  
6. How the information will be secured. 
The Smithsonian Education News (E-Newsletter) database operates on a server that is behind the SI firewall which does not allow any access from the internet.  The server has the latest security patches installed as well as antivirus software. The database is also password secured by the IT Specialist (INET) and the Webmaster. When a registrant no longer wishes to receive the E-Newsletter, the information is deleted from the database record by the IT Specialist (INET).  










