Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: NASM News Media Registration
2. IT System Sponsor: Peter Golkin
3. System Sponsor Unit: National Air and Space Museum (NASM)
4. IT System Manager: Victoria Portway
5. PIA Author: Jon Hallenberg
6. SI Unit Director or Designee: John Benton
7. Date: 12/15/06
Brief (one paragraph) description of the system:
The NASM News Media Registration system collects and stores business contact information for news media interested in access to NASM media resources. The system collects business contact information of the media representative, and their affiliation. The system serves as a means for NASM Communications staff to control access to high-resolution photography and other media-specific resources and to contact lists of media representatives. 
II. Privacy Assessment
1. What information is being (or will be) collected. 
The NASM News Media Registration system collects and stores the name and job title of the registrant; the name, address and purpose of the registrant’s organization, phone number, fax (optional) and email address. A password is generated automatically and stored by the system and provided to the registrant. The registrant may verify or update their personal data online, once the registration process is complete, and they have received their password. Contact information is provided for the responsible NASM staff if no email confirmation is received. 
2. Why the information is being collected. 
The NASM Office of Communications requested a system for keeping track of interested media and a way to approve their access to NASM media materials and to contact them as needed. The name, title and organizational information is collected as a means of validating the requestor for access to media content, in particular, high-resolution NASM photography. The address, email address and phone information is collected so that NASM Communications staff may contact the registrants as needed.
3. The intended use of the information.  
Use of personal privacy-related information collected by the NASM News Media Registration system is limited to: a) contacting those who have used the online system for official Office of Communications purposes; b) ascertaining the interest of various organizations in NASM media content; c) providing a means of media verification through login to protect certain NASM media resources. Reports of the information are used by NASM Communications staff only.
4. With whom the information will be shared. 
Access is limited to NASM staff that need it to perform the duties of their job and must be approved by their supervisor and the system administrator. This access is revoked promptly whenever any of these users leaves or changes jobs. NASM Interactive Media Division, for the purposes of maintaining the online application, and NASM Communications staff, for the purposes of approving and contacting registrants, have access to the database through an administrator interface accessible only on the SI intranet. A registered media representative has online access to his/her own information for maintenance purposes. Other agencies and the general public are not allowed access to data in NASM News Media Registration system. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The contact and job information that is collected in the system is obtained from voluntary users of the online system. Links are provided to the online Smithsonian Privacy Policy, and general inquiries can be directed to:

Kathleen Hanser
Public Affairs Specialist

Smithsonian Institution

National Air and Space Museum

Independence Avenue at Sixth Street SW

Rm 3710, MRC 321

Washington, DC 20560

6. How the information will be secured. 
Approved NASM Communications staff has access to the system through a web-based interface on their desktop workstations. The NASM News Media Registration system requires staff to authenticate their identity through the entry of a user ID and password. Records may be marked as “approved” by NASM staff, but personal data may not be edited or updated through the staff web-based interface. Access is revoked promptly when a person leaves or changes jobs. A registered media representative can update their own information while they are logged into the NASM Press Room, but cannot view the information of other registrants.
The News Media Registration database and application operate on a server that is behind the SI firewall. The server is physically protected in a secure computer room, where access is limited to authorized personnel. The system has anti-virus protection that is updated on a daily basis. System logs are reviewed on a weekly basis to check for anomalies such as hacking attempts.
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