Privacy Impact Assessment (PIA)  
For the
 Folkways (NetSuite) Order Management System
I. System Identification

1. IT System Name: Folkways Mail Order System (NetSuite)


2. IT System Sponsor: Center for Folklife and Cultural Heritage (CFCH) Daniel Sheehy, Curator and Director CFCH 
3. System Sponsor Unit: CFCH, Folkways Division.
4. IT System Manager: John Churchman
5. PIA Author: John Churchman
6. SI Unit Director or Designee: Daniel Sheehy
7. Date: June 11, 2008
 The Folkways Mail Order System (NetSuite) processes and fulfills orders for Smithsonian proprietary music media and associated literature including books, tapes, and CD’s. 
II. Privacy Assessment

1. What information is being (or will be) collected
NetSuite processes fulfillment of orders for Folkways products.   Internet customers can pay these bills by credit card. As soon as the customer indicates payment, the information regarding the credit card is diverted to PayPal. Orders may also be placed by phone, in which case the credit card number is recorded so that it can be used to process the payment. Only the last four digits of credit card numbers are maintained by NetSuite for the purpose of clarification to customers after an order has been placed.  Similarly, customer names, addresses, phone number, and email are collected to fulfill orders and for quality assurance.
2. Why the information is being collected. 

Names and addresses of Folklife customers must be obtained for sales order fulfillment.  NetSuite gathers phone and email information in order to communicate with the customer in case there are any problems with sales.
3. The intended use of the information. 
Customer financial information is used to validate and process sales.

After a sale is completed, the information is stored as a historical transaction. This information is used to verify that a customer has paid the appropriate fees for their goods or services.  Customer information may be used to communicate with the customer if there are any problems with the transaction information or the item sale.

4. With whom the information will be shared. 
Credit card information is sent to PayPal, a secure credit card processor, for credit card verification and processing.  Customer information in NetSuite is not shared with any other system or agency.  
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Only information necessary to process the order is obtained from customers, and this information will be passed back to the customers in the form of invoices. Individual inquiries into Folkways privacy-related information can be made in writing to:

  Smithsonian Folkways Recordings
  600 Maryland Ave. SW
  Suite 2001
  Washington DC  20024   
 6. How the information will be secured. 
The application software and data are hosted offsite at a Level 3 facility. NetSuite uses Level 3 as its standard application hosting site. NetSuite takes proactive measures to ensure that the application is safe from Internet attacks.  All of the servers are behind a firewall to prevent users from accessing them other than via specifically allowed protocols and methods.  In addition to Internet firewalls, NetSuite has an additional level of protection around the production data bases, allowing access only from specific clients. All data is protected from the moment of login by authorized staff to NetSuite.  The unique customer ID and password as well as all data in the subsequent connections are encrypted with 128-bit SSL, the same level of transaction security currently utilized for Web commerce.  No user can get beyond the application layer; so no one can access the data layer to alter data maliciously.  The operators of NetSuite comply with the Smithsonian Institution’s Technical Standards and Guidelines for computer security.    All documents containing credit card numbers are retained within the secure office space and are shredded as soon as the order is fulfilled. Printed reports of transactions are retained for accounting purposes for 5 years in a secured area; they are subsequently shredded. 










