Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  Military History Collections
2. IT System Sponsor:  Jennifer Locke Jones

3. System Sponsor Unit:  Division of Military History and Diplomacy
4. IT System Manager:  Kathleen Golden

5. PIA Author:   Kathleen Golden
6. SI Unit Director or Designee:  Mike Sofield
7. Date: 5/23/05
8. Brief description of the system:

       Database 1:  contains donor names and addresses, accession/non-accession numbers, and a brief description of the objects contained within that accession/non-accession.  This database is specific to the naval collections, and is used as a reference tool to look up objects and donors.  The information is taken from catalog cards and accession/non-accession files.

        Database 2: contains donor names and addresses, accession/non-accession numbers, and a brief description of the objects contained within that accession/non-accession.  This database is specific to the military collections, and is used as a reference tool to look up objects and donors.  The information is taken from catalog cards and accession/non-accession files.

        Database 3: contains cataloging information, donor name, and object locations.  This database is primarily used for object tracking.

        Database 4: contains cataloging information, donor name, and object locations.  This database is primarily used for object tracking.

        Database 5: this is a cataloging database for a specific accession.  For purposes of cataloging, the donor’s name and address are used.

        Database 6: contains cataloging information on 2D collections, including donor name.  Papers are physically filed by donor name.
Database 7: this is a cataloging database which is no longer in use (most of the data has been moved into Mimsy).  For purposes of cataloging, the donor’s name and address were used.


Database 8:  contains cataloging information, including donor name.

  
Database 9: contains cataloging information, including donor name.


Database 10: used as a repository for negative numbers for objects in the collections.  Contains donor names.


Database 11: database of paintings in the collections. Contains donor names.

II. Privacy Assessment

1. What information is being (or will be) collected. 
Names and addresses of donors are collected.  The information comes from catalog cards and accession files.  Donor names and addresses are not updated in these databases.  Staff updates donor information in accession files.
2. Why the information is being collected. 
Names and addresses are necessary pieces of information in order to complete accessions.  .
3. The intended use of the information.  
The data is used to complete the accession process (printed reports) and to find objects (online query)

4. With whom the information will be shared. 
Usage of these databases is restricted to staff of the Division of Military History and Diplomacy.  The system administrator only creates accounts for staff after approval from division chair.  Data in the cataloging databases is turned over to Collections Documentation Services for movement into Multi Mimsy, which is the Collections Information System for NMAH.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The information is collected from existing sources (catalog cards, MIMSY CIS, and accession files). Donor name and address data is collected when collections are processed into the Museum unless the donor wishes to remain anonymous. In which case, it is stated on the deed, or, the collection is sent to the Museum anonymously. 

This information on donors is not shared with outside sources, except when the donor (name only) is given contribution credit on exhibit labels at the exit of an exhibit or on the exhibit web site. 
Updating of donor information does not take place at the curatorial unit level.  The donor must contact the Registration Services unit of Collections Management Services in the Office of Curatorial Affairs.  The address is: NMAH, MRC 640, P.O. Box 37012, Smithsonian Institution, Washington, D.C. 20013-7012.
6. How the information will be secured
Access to these databases is restricted to user profile.  The databases are   maintained on an SI/OCIO network server which complies with the following guidelines:

· The server is behind the Smithsonian firewall so it is not accessible from outside the Smithsonian network.

· The server has anti-virus software with up-to-date virus signature files.

· The server has all the Microsoft critical security patches applied.

Workstations use screensavers that are configured to activate and lock after 15 minutes of inactivity.  Workstations are in a physically secure location where access is limited to Smithsonian staff and visitors who have obtained badges from the Security Office.  Passwords comply with Smithsonian standards.

   Sensitive printed material is shredded.

