Privacy Impact Assessment

For the

SERC Mailing List

I. System Identification

1. IT System Name:   SERC Mailing List

2. IT System Sponsor:  Outreach Education Coordinator, Karen S. McDonald

3. System Sponsor Unit:   SERC

4. IT System Manager:   Susan Gunsalus

5. PIA Author:  Karen McDonald

6. SI Unit Director or Designee:   Dr. Anson Hines

7. Date:  6/24/08

 

8. Brief (one paragraph) description of the system:

Name and mailing address or email address are collected to assemble a list of individuals who will receive announcements of SERC’s monthly Evening Lectures, annual Open House, or public programs, other special events.

II. Privacy Assessment

1. What information is being (or will be) collected. 

Name, mailing address, and email address.  Most names have been collected by inviting individuals to write their names and addresses or email addresses on a mailing list, which is then entered into the spreadsheet or contacts list.  Names can also be added by a SERC employee on behalf of someone who has made a request to the employee.

2. Why the information is being collected. The only information that is collected is name and mailing address or email address.  This is necessary for the mailing or emailing of flyers announcing SERC events.
3. The intended use of the information The information is used for the sending of announcements of SERC events.  Mail merge is used to create labels.  The list is used in its entirety on all occasions.  

4. With whom the information will be shared. 

The data are exchanged only between the Education Outreach Coordinator and the Evening Lecture Coordinator.  Other SERC event coordinators might be provided with a set of mailing labels, and thus they would be able to see what is contained in the list.  The data are not accessed by any other system.  The list is not available to anyone outside SERC.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

The information collected is the minimum that is useful, and so there are no options or voluntary elements.  The information is not shared outside SERC.  An individual is removed if correspondence is returned as undeliverable.  An individual will also be removed at his/her request or at the request of a member of the SERC staff on his/her behalf.  There is no automatic process for removal; initiative is required. For questions relating to this database, please contact SERC’s Education Outreach Coordinator (Karen S. McDonald 301.238.2737). 

6. How the information will be secured. 

Information is entered at a workstation that is protected by all applicable operating system patches and up-to-date anti-virus software.  The workstation is password protected, and it is locked when no one is present.  The data are stored on a network share belonging to the Director’s Secretary and accessible only to her and to IT administrators.  The server is protected antivirus software, with automatic signature update.  Patches are downloaded and applied automatically using the Microsoft Windows Update utility.









