Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian Institution Libraries Gift Database (formerly the SIL Gift & Exchange Database)
2. IT System Sponsor: Marcia Adams
3. System Sponsor Unit: Smithsonian Institution Libraries (SIL)
4. IT System Manager: Keri Thompson
5. PIA Author: Keri Thompson
6. SI Unit Director or Designee:  Martin Kalfatovic, Head, New Media Office
7. Date: 06/29/05

Modified: 06/11/08
Brief (one paragraph) description of the system:

The Smithsonian Institution Libraries Gift Database collects and stores text information about institutional and individual book donors.  Information in the database is used to generate thank-you letters and deeds of gift (deeds of gift only in those cases where the gift is deemed significant for financial or historical reasons or because of its uniqueness.) 
II. Privacy Assessment

1. What information is being (or will be) collected. 
The Smithsonian Institution Libraries Gift Database maintains information about institutions and individuals who donate library materials, i.e., books, serial publications to SIL.  Information for the database is usually obtained from mailing labels off of materials received and/or correspondence with the donors.  Information is limited to institutional names and private names, addresses, job title and institution of employment where relevant, title(s) and imprint(s) of gift(s).
2. Why the information is being collected. 
Contact information is maintained for institutions and private individuals who have donated materials (books or serials) to SIL in order to send them deeds of gifts (for their tax purposes) and thank you letters.  
3. The intended use of the information.  
Contact information is maintained for purposes of mailing thank you letters acknowledging gifts.  
4. With whom the information will be shared. 
Access to the SIL Gift Database is available to all SIL staff who have access to the file server shared drive.
There are no interfaces with other systems, either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
All name and address information is acquired either from the institution or individual directly through phone, mail or e-mail correspondence.  Donor information is not shared unless it’s in the context of naming a library (Cullman, Warren M. Robbins, etc.).  SIL does not publish lists of book donors, except for significant donations and their donors are occasionally recognized in Information, the SIL newsletter or for donation of significant collections, in Smithsonian Year.  Before publication, each major donor is contacted to gain consent for their donation being made public.
Please contact Marcia Adams, Asst. Director for Technical Services, Smithsonian Institution Libraries, NHB Rm. 22, Washington, DC 20560 with questions about the content and use of the SIL Gift Database.
6. How the information will be secured. 
The SIL Gift Database is maintained in a Microsoft Access database located on the SI file server cluster SI-FSCL01.  This server is maintained by OCIO, including anti-virus protection, system logs, backups, and firewall protection.  The server is behind the SI firewall, which does not allow any access from the Internet. The server is physically protected by it’s location in the OCIO computer room, where access is limited to authorized personnel.  The server has the latest security patches installed.

SIL staff must have MS Access to use the SIL Gift Database. MS Access is standard on the SI desktop image.  OCIO maintains SIL’s desktop PCs and all patch management for standard SI software.

The operators of the SIL Gift Database comply with the Smithsonian Institution’s Technical Standards and Guidelines for computer security. 

All privacy-related information stored on the SIL Gift Database is maintained by the SIL Acquisitions Department and is updated regularly.   









