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I. System Identification

1. 
IT System Name: Volunteer Information Specialist Web Application Form

2. 
IT System Sponsor: Dana Small




3. 
System Sponsor Unit: Visitor Information and Associate’s Reception Center (VIARC)

4. 
IT System Manager:  Dana Small


5. 
PIA Author:  Dana Small and Ken Burke
6.   SI Unit Director or Designee: Katherine Neill Ridgley

7. 
Date: June 23, 2008
Brief (one paragraph) description of the system:


The purpose of the system is to allow members of the public to apply on-line for volunteer positions in the Information Specialist Program at VIARC.
II. Privacy Assessment

1. What information is being (or will be) collected. 

Members of the public voluntarily and directly submit the following information via a web form that mails the data to volunteer@si.edu in the form of an e-mail. 

First Name  
Middle Initial 
Last Name 
Date 
Address 
City 
State 
Zip 
Home Phone 
Daytime Phone 

Mobile Phone

E-Mail Address 
Volunteer Experience 
Work Experience 
Education 
Reference 1 
Reference 1 phone 
Reference 2 
Reference 2 phone 
Emergency Contact 
Contact Relationship 
Contact Phone 

If phone and/or e-mail information is incorrect, the training coordinator will be unable to contact them. If any other elements are missing or incorrect on the form, the applicant has the opportunity to provide this via the phone when staff calls to schedule an interview.

2. Why the information is being collected. 

Name and contact information is necessary for VIARC staff members to be able to contact the person applying for a volunteer position. The on-line application makes it fast, easy and convenient for individuals to apply. Emergency contact information is requested in the event there is an emergency during the application process, for example emergencies occurring during the in-person interview. 

3. The intended use of the information.  
Name and contact information is needed so VIARC staff can communicate with prospective volunteers during the application and interview processes. Other information helps assess a prospective volunteer’s qualifications. The training coordinator accesses each application via e-mail. E-mails are deleted if no more contact is desired by the applicant or training coordinator.
4. With whom the information will be shared. 

The information is only used by the specific VIARC staff member involved in volunteer recruitment in order to schedule a pre-training interview. Access is via password controlled e-mail. The information is not shared unless the applicant wishes to register for a training class. In that case their name and contact information will be added to an Outlook address book to receive notice of training dates.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

All data collected is voluntarily and is knowingly submitted by the applicants via a web form. Individuals can determine if their information is accurate and can correct it during the in-person interview. If they want to retract their application they can contact the Smithsonian Volunteer Training Coordinator at volunteerprogram@si.edu and ask that their contact information be deleted. The data related to prospective volunteers is not shared outside of VIARC.  There is a link to the Smithsonian’s privacy policy from the application page.
6. How the information will be secured. 

Access to volunteer application e-mail messages is limited to the VIARC staff involved in volunteer recruitment. Passwords for e-mail access conform to the Smithsonian Directive, SD 931, Use of Computers & Networks. Application e-mails are printed and then deleted. The SI email system resides on a secure server, with antivirus and updated security patches. The server is protected by SI firewalls. Once printed, application e-mails are kept in a secure location. The paper files are shredded after 6-12 months if the applicant does not become a volunteer.

