Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  Services for the Membership database is contracted out to Interactive Systems, Inc (ISI).
2. IT System Sponsor:  Kevin Gover 
3. System Sponsor Unit: Museum Resources, Office of External Affairs 

4. IT System Manager: Edison R. Wato, Jr., membership program director
5. PIA Author: Joan Andrews
6. SI Unit Director or Designee: Angela Leipold, asst director of External Affairs. 

7. Date:  July 9, 2008
8. Brief (one paragraph) description of the system:
The NMAI membership file is maintained in a database system housed off site at Interactive Systems, Inc., an external service bureau, located in Rockville, Md.  The system stores personal contact information as well as a history of gift transactions for individuals or organizations that support the museum through their voluntary financial contributions.  The membership database system provides a mechanism for generating membership renewals and other fundraising appeals, recording contributions, fulfilling member benefits, such as American Indian magazine, and reporting fundraising results. 
II. Privacy Assessment

1. What information is being (or will be) collected.
The following privacy-related data elements may be stored on a member record in the membership database: first name, last name, street address, city, state, zip, country, email address, telephone number(s).  These data are collected or updated directly from individuals by mail, phone or on-line web form.  Contributions can be made on-line through a Web form accessed from NMAI’s web site at www.AmericanIndian.si.edu/give.  Credit card information captured to process on-line contributions is transmitted over a secure server and verified by Verisign but never at any point resides in the membership database.  
To obtain phone numbers to call members who have let their memberships expire we send NMAI records to Telematch.  To prospect for members for our planned giving program, we send a selection of NMAI Member records periodically to Donnelley Marketing to obtain date of birth date information.  Both Telematch and Donnelley use publicly available information.
In fall 2008 the NMAI will begin using the services of Wealth Engine to gain a better understanding of giving capacity for current and past NMAI members.

Accuracy of the data is primarily dependent on direct contact with the individual.  Mailing address information is updated four times a year by processing it though the USPS National Change of Address (NCOA) file.  
2. Why the information is being collected. 

These data elements are collected in order to compile a list of individuals who support or have financially supported the museum and to accurately credit their contributions.  A member’s name and address are required to fulfill the member benefits promised to a supporter when they become an NMAI member.
3. The intended use of the information.  
The museum uses this data to accurately process and acknowledge member contributions, deliver membership benefits and communicate information about the museum to its constituency.  NMAI membership and development staff can access member information through individual record look-up function, ad-hoc queries or standard printed reports.  Access is strictly controlled and can only be approved by the Membership program director.  Reports of donations at $250 and above are sent weekly to NMAI development officers in support of activities that generate revenue for the museum.

4. With whom the information will be shared. 
Direct access to the membership database is limited to select NMAI and service bureau personnel who have password controlled accounts.  The NMAI Membership program director approves the creation of all user accounts, including those of service bureau personnel.  Controlled access to the database is given to an external caging company, so that the caging company’s data entry department can accurately enter a member’s donation information directly into the membership database once donations have been tabulated each day.

Caging company is a term used in the direct mail industry to describe a service where check and credit card gifts are processed and tabulated.  Similar to what banks call a “lockbox.”

NMAI also contracts with an external  inbound call center which answers questions from members regarding donations received from them and their membership status, and responds to member requests such as for a replacement member card or to update an address.  
NMAI Visitor Services staffs have view only access to name and member expire date information so they can check if a membership is expired or not in order to re-issue a member card.  
A searchable electronic list of NMAI’s members is accessible to the general public within the museum by the Member/Donor Scroll look up system.  The data elements included in this list are first name, last name and state only. People on the scroll can opt-out on request.  Information on this member/donor scroll comes from a report periodically generated from the membership database and downloaded into a server maintained by the NMAI Office of Technology.
Name, address, and email data are exported from the membership database on a regular basis for import into NMAI’s Contact Management System.  An electronic file containing this data is transmitted using secure FTP.  

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Individuals making a contribution to the museum using the on-line donation form must provide first name, last name, address (street, city, state, zip, country) and email address. Telephone information is requested, but is optional.  The on-line form specifically states that the email address and phone numbers will not be shared with any other organizations. 
Individuals making donations by mail or by phone must provide their name and mailing address so that they can receive membership benefits if applicable and an acknowledgement of their donation.  We are unable to process a credit card charge without the cardholder’s address, due to credit card company policies.    Email addresses and phone numbers are requested, but not required.

NMAI does rent and exchange its member mailing list (name and address only) with other organizations, but does not sell the list.  Members may request that their information not be shared in this way.  The museum does not sell, rent or exchange telephone or e-mail addresses.  Members are given notification that they may opt-out of list rentals and exchanges.
Members can update their information either on-line or by mailing the information to NMAI, Member Services Dept., PO Box 23473, Washington, DC  20026
6. How the information will be secured
The membership system uses authentication to make positive identification of all clients, hosts, users and servers prior to allowing data to be transferred across the network. Logins and passwords are exclusive to the Smithsonian and may change on a cycle predetermined by the Smithsonian and ISI.  User authorization mechanisms ensure users are not performing unauthorized actions on specific objects. ISI employs a standard firewall and virus protection.  Data are encrypted during transmission.  Data encryption employed is SSC 128 bit supplied from Verisign.  Windows server patches are applied every Thursday and McAffee anti-virus patches are updated every day.  Servers are backed up nightly.  Standard Smithsonian language about restricted access to NMAI database is part of contract.  Printed paper reports at NMAI are shredded.

Note that in early August 2008 the ISI NMAI membership database will migrate to an Oracle platform.  
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