Privacy Impact Assessment

For

Hirshhorn Museum e-Marketing

I. System Identification

1. IT System Name: Hirshhorn e-Marketing

2. IT System Sponsor: Gabriel Riera

3. System Sponsor Unit: Hirshhorn Museum and Sculpture Garden External Affairs

4. IT System Manager: Jennifer Rossi

5. PIA Author: Jennifer Rossi

6. SI Unit Director or Designee: Kerry Brougher (acting director)

7. Date: December 5, 2006

Brief (one paragraph) description of the system:

Hirshhorn eMarketing is a system that collects and stores names and email addresses of visitors who request to receive periodic e-mails about Hirshhorn programs, events, activities, exhibitions, membership, and films.  A third-party service, Constant Contact, is used to collect, store and manage the subscriber database.  Constant Contact also manages Hirshhorn email marketing campaigns and provides statistics regarding opened message rates, bounced messages and click-throughs.

II. Privacy Assessment

1. What information is being (or will be) collected. 

The following information is collected and is required for subscription to the eNewsletter:  First and last name and email address.  The following information is collected on a voluntary basis:  Home address, phone number, categories of Hirshhorn related interests that the subscriber would like to receive more information about.  The information is collected via a web based subscription form on our website, and through paper subscription cards that are available at Hirshhorn events and the museum shop.  The information is entered manually into an email subscriber database.  Information is not checked for accuracy, however, non-working email addresses and their associated subscriber information is purged on a bi-monthly basis.  

2. Why the information is being collected. 
The information collected is both necessary and relevant for the eMarketing system to function.  A working email address is needed to deliver emails to subscribers. Subscribers are delivered information that interests them and their email address is given to us on a voluntary basis.  Home address and phone number are collected on a voluntary basis and may be used in the future by the Hirshhorn Museum to send printed event and exhibition announcements and solicitations for museum membership. 

3. The intended use of the information.  
The privacy-related data is used by the Hirshhorn to email subscribers who request to receive e-mails about Hirshhorn programs, events, activities, exhibitions, membership, and films, our monthly eNewsletter and bi-weekly email announcements and to expand our eMarketing efforts. The third-party service, Constant Contact, is used to collect, store and manage the subscriber database.  Constant Contact also manages Hirshhorn email marketing campaigns and provides statistics regarding opened message rates, bounced messages and click-throughs.

The email marketing software, Constant Contact, generates online reports that indicate which subscribers have opened their emails, which have not, and which email addresses generated a bounce error message.

4. With whom the information will be shared. 
Only the Hirshhorn External Affairs department, specifically the Web Manager, has access to the email subscriber database.  Constant Contact, an external third-party service, is used as a web-based interface for the Hirshhorn’s e-marketing efforts and stores the database of collected subscriber information.  Constant Contact is an e-marketing company and does not collect its clients’ subscriber information for its own use.   Constant Contact does not use subscriber information for anything other than emails initiated by the Hirshhorn Museum and Sculpture Garden.

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

The following information is collected and is required for subscription to the eNewsletter:  First and last name and email address.  The following information is collected on a voluntary basis:  Home address, phone number, categories of Hirshhorn related interests that the subscriber would like to receive more information about.  The information is collected via a web based subscription form on our website, and through paper subscription cards that are available at Hirshhorn events and the museum shop.  Links at the bottom of each email sent allow the subscriber to view and update their personal information and subscription preferences through the Constant Contact website.  Additionally, subscribers are given the option to email hmsgnewsletter@si.edu to request updates to their information and subscription preferences.  

6. How the information will be secured. 

A privacy policy is provided as a link on the web based form used to subscribe to the Hirshhorn eNewsletter.  On the paper card that visitors may fill out to subscribe to the eNewsletter, it is stated that “Your information will only be used by the Hirshhorn Museum and Sculpture Garden.”  A username and password is required to login to Constant Contact and enter Subscriber information into the Hirshhorn’s email database on Constant Contact’s servers.  These servers are secured using industry-recognized security safeguards such as firewalls, coupled with carefully developed security procedures to protect information from loss, misuse or unauthorized alteration. 

Constant Contact employees are trained and required to safeguard information using physical, electronic and procedural safeguards. Additionally, Constant Contact uses internal and external resources to review the adequacy of their security procedures.  

