Privacy Impact Assessment (PIA)
I. System Identification

IT System Name: Free Lecture Ticket Request Form
1. IT System Sponsor: Ted Maxwell
2. System Sponsor Unit: National Air and Space Museum (NASM)
3. IT System Manager: Victoria Portway
4. PIA Author: Jon Hallenberg
5. SI Unit Director or Designee: John Benton
6. Date: 12/15/06
Brief (one paragraph) description of the system:
The Free Lecture Ticket Request Form is an application designed to allow web site visitors to reserve tickets to selected free NASM lectures, and facilitate the job of the lecture coordinator. The application automatically tracks the number and type of tickets available for reservation; allows the visitor to request tickets for multiple events simultaneously; stores the request and contacts the visitor via email that their request has been approved. The lecture coordinator has an administrator that allows them to manage, edit or delete individual requests and available ticket numbers.
II. Privacy Assessment
1. What information is being (or will be) collected. 
The Free Lecture Ticket Request form collects name, email and zip code information as required fields from the web visitor. An automated confirmation is sent to the submitted email address to verify the ticket request. Contact information for the responsible NASM staff is provided to the requestor if they do not receive the automated confirmation. If the visitor wishes to receive postal mail information about future lectures, they have the option of filling out address and phone information. 
2. Why the information is being collected. 
The user’s email is collected in order to contact that person with request verifications, reminders, or event updates or changes. The user’s name is collected in order to reserve the tickets in their name. The user’s zip code is collected for the purpose of assessing the regions that lecture attendees come from. The optional address and phone information is collected for the purpose of contacting the visitor about future lectures by methods other than email.
3. The intended use of the information.  
Use of personal privacy-related information collected by the Free Lecture Ticket Request form is limited to: a) reserving tickets in the name of the requestor; b) contacting the requestor with information pertinent to the requests; c) contacting requestors who specified that they want postal mail information about future lectures; d) analyzing the zip codes that attendees come from. The data in the database is not intended to be used by Museum staff for any other purposes.
4. With whom the information will be shared. 
NASM Interactive Media Division, for the purposes of maintaining the online application, has access to the database. The NASM Lecture Coordinator has access to the information for the purpose of managing requests, distributing tickets and contacting the requestors with information about the lectures. NASM Office of Communications staff has access to the postal address information for the purpose of generating and sending mailings about future lectures. No public access is provided to this information and it is not used in conjunction with any other system.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The personal privacy-related information that is collected in the system is obtained from voluntary users of the online system. Links are provided to the online Smithsonian Privacy Policy, and general inquiries can be directed to:

Jean DeStefano

Public Lectures Coordinator

Smithsonian Institution

National Air and Space Museum

Independence Avenue at Sixth Street SW

Rm 3352, MRC 310
Washington, DC 20560

6. How the information will be secured. 
The data is only accessible by the NASM Lecture Coordinator through a password protected web-based administrator from a desktop workstation on the Smithsonian network.
The Free Lecture Ticket Request database and application operate on a server that is behind the SI firewall. The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The system has anti-virus protection that is updated on a daily basis. System logs are reviewed on a weekly basis to check for anomalies such as hacking attempts.
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