Privacy Impact Assessment
for Intern Database
I. System Identification
1. System name: Intern-related Word Document & Excel spreadsheet on PC desktop 
2. IT system sponsor: Joan Nolan, Director, NSRC Finance and Administration
3. System sponsor unit: NSRC Finance and Administration Office
4. IT System manager: Angela Pritchett
5. PIA Author: Angela Pritchett
6. SI Unit Director or Designee: Sally Goetz Shuler

7. Date: June 4, 2008
System description: The system stores contact information for interns who have been selected for work at the NSRC is maintained by the NSRC Finance and Administration Office in Microsoft Word documents and Excel files. The information is used to correspond with interns to complete necessary paperwork prior to the internship, is necessary for payment and insurance records, and in case of emergency.
II. Privacy Assessment
1. Information collected: 
Individuals apply to the NSRC internship program by mail or fax. The information is verified by interview with the individual. Individuals may update their information by contacting  
Potential interns provide the following information for our records:
Full name
Street Address

City

State

Zip

Country 

Email address

Telephone 

Fax

Social Security # (provided in a follow-up, not electronically)
2. Why is the information being collected: The information is collected to facilitate selection of interns, to allow completion of internship-related paperwork, and to maintain payment and insurance records.
3. Intended use of the information: The Finance and Administration Office must have contact information to send applicants paperwork related to their internship, and to contact parents or guardians in case of emergency. Applicant’s social security numbers are needed for payment and insurance purposes.

4. With whom the information will be shared: Access to intern name, educational background, and areas of interest is limited to NSRC staff during the intern selection process. Access to all other intern information, including social security number, is limited to the director of the intern program and staff of the Finance and Administration office.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared: 
This information is collected from the individuals themselves through an application process.  The social security number, only needed if the intern has been accepted, is collected through follow-up with the intern and is not collected electronically.  Interns are informed that their information is accessible on a “need to know” basis by NSRC and SI finance and HR staff. Individuals may update their contact information by contacting the finance and administration division at:

NSRC Finance and Administration
901 D St., SW, Suite 704B
Washington, DC 20024

6. How the information will be secured: The documents are kept on a password-protected pc, protected by VirusScan and within the SI firewall. Scans are run regularly and virus definitions are updated regularly. Files are AES data encrypted using PGPKeys software.
