Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: NASM E-Commerce
2. IT System Sponsor: Lorili Toth
3. System Sponsor Unit: National Air and Space Museum (NASM)
4. IT System Manager: Victoria Portway
5. PIA Author: Jon Hallenberg
6. SI Unit Director or Designee: John Benton
7. Date: 02/22/07
Brief (one paragraph) description of the system:
The NASM E-commerce system is a limited e-commerce application utilizing secure forms (Verisign SSL) on the NASM public web server and a secure Hosted Order Page located on CyberSource servers. Basic order information is collected through secure forms on NASM servers and passed to the Hosted Order Page through an SSL connection. In addition the transaction amount and a transaction identifier are encrypted by a security key and passed to the Hosted Order Page in order to verify the source of the request as the NASM web site, and so that the price cannot be altered. Before the personal information is sent to the Hosted Order Page, a confirmation screen is presented to the user to verify the accuracy of the data.
II. Privacy Assessment
1. What information is being (or will be) collected. 
Exact information that is collected on NASM servers varies from product to product, but can include shipping address, billing address, and e-mail and phone number (of billed party.) All information is collected on secure web forms. None of this information is stored on NASM servers, and no credit card information is collected or stored on NASM servers. Once the necessary information has been collected, it is passed through a secure connection to the CyberSource Hosted Order Page, where the remaining transaction information (including credit card information) is collected, and the transaction is completed. Only the last four digits of the credit card number and expiration date are stored on CyberSource servers. 
2. Why the information is being collected. 
Information is collected in order to verity the credit card transaction and for fulfillment of the order. In the case of parking passes and memberships, shipping and billing address may be used for the administration of the program.
3. The intended use of the information.  
The private information is collected initially for the purpose of authorizing and fulfilling the purchase, and may be used for the administration of the particular program related to the purchased product. Use of personal privacy-related information collected by the NASM E-Commerce system is limited to: a) authorizing the purchase request; b) fulfillment of the order, or contacting the customer in the event of a problem; c) in the case of National Air and Space Society membership and/or Annual Parking Pass purchase, contacting the purchaser for official purposes in the administration of the program. CyberSource will not share the customer’s information with any other organization. 
4. With whom the information will be shared. 
Access by NASM staff is limited to those charged with acceptance of the online order, and those charged with the official administration of the programs involved, and must be approved by the system administrator. Fulfillment of the Steven F. Udvar-Hazy Center Annual Parking Pass orders will be handled by Colonial Parking but Colonial will only be provided the shipping information and will not be granted direct access to the online transaction processing system. 
There are no interfaces with other systems, either internal or external to the Smithsonian and all access to the transaction information is account/password protected.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Information entered into this system is provided voluntarily by the customer and is not shared with other organizations. Links are provided to the online Smithsonian Privacy Policy on the product confirmation page, the product order form and on the receipt page. Individual inquiries into NASM privacy-related information can be made in writing to:

Lorili Toth


Program Manager, Wall of Honor

Smithsonian National Air and Space Museum

Independence Avenue at Sixth Street SW

Suite 3700, MRC 321

Washington, DC 20560
6. How the information will be secured. 
The information is entered on a form with a secure https connection. The shipping/contact information and transaction verification information is accessed through the Online Business Center maintained by CyberSource. CyberSource is fully PCI Data Security Standard certified and the record of each transaction is stored for only 180 days. Full credit card numbers and security codes are not stored on any part of the system, only an authorization or “capture” code for the transaction. Access to the CyberSource Business Center is limited to NASM staff responsible for processing the orders. Staff accounts are password protected and have varying permission levels depending on the duties of the account holder, and are managed by the system administrator. When a staff member’s duties no longer require access to the Business Center, their accounts are immediately removed. 

CyberSource servers and equipment are physically protected in a secure computer room, with video and motion detection surveillance, where access is limited to authorized personnel with card-keys. CyberSource servers are in an HVAC environment with seismically braced racks, dedicated circuit UPS, and fire suppression systems. Support technicians are present on-site at all times.

The CyberSource system is constantly monitored for hacking, virus and Trojan horse attacks with a variety of tools including McAfee software. All logins are tracked and verified and alteration of content or database logs will trigger an alarm.
CyberSource servers are connected to the Internet with a self-healing dual wide-area backbone connection and have consistently averaged 99.9%+ availability. Production servers are fully mirrored with redundant RAID storage devices, CPUs, memory boards and I/O cards.
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