Privacy Impact Assessment (PIA)

I. System Identification

1. IT System Name:                
Eco-Explorers Information Request Form


2. IT System Sponsor:
Paul Shoop
3. System Sponsor Unit: 
FONZ DEEVS
4. IT System Manager
Paul Shoop
5. PIA Author
Carlos Garza

6. SI Unit Director or Designee:
Paul Shoop
7. Date
July 1, 2008
Brief (one paragraph) description of the system:

8. This is a form for requesting Eco-Explorers program participant information. It is linked to the Eco-Explorers webpage. After the form is submitted, an email containing participant information is sent to the program manager. 
II. Privacy Assessment
1. What information is being (or will be) collected.

The user’s name, mailing address, email address, phone number (day and evening), birth date, and the names of the programs they want information about are collected. 
Once a request has been received, the program manager contacts respondents. If any information is not accurate, the respondent can request a change to the submitted information.
2. Why the information is being collected. 
This information is collected in order to send out detailed Eco-Explorers program information to interested teens and parents.
In addition to contact information, birth date is collected because the program is for teenagers. Once respondents become too old to participate in the program, they are deleted from the Eco-Explorer rolls.

3. The intended use of the information.  

Individuals submit the information in order to receive program information.  The information is also used to compile a mailing list for future Eco-Explorers program mailings.  Respondent information is transferred to and stored in a spreadsheet on the program director’s computer. Respondent information arrives by via an email message. The password protected desktop uses the Outlook management application.
4. With whom the information will be shared. 

The information is not shared and is used only to send Eco-Explorers program information. The user-submitted information is sent by email only to the Eco-Explorer manager. No other system or person accesses Eco-Explorer respondent data.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared. 
Information is collected on the National Zoo website and sent by email to the Eco-Explorers manager. There is a link to the privacy policy in the online form.
Once a request has been received, the program manager contacts respondents, with the latest news about the program. Participants can then can then directly reply to that email contact and request any changes to the collected information. 
Point of Contact:

Carlos D. Garza

Web Developer

Friends of the National Zoo

garzac@si.edu
6. How the information will be secured. 

The information request forms are saved in an Outlook Eco-Explorers folder.  Information request forms are saved in a password protected desktop email application (Outlook). The project manager stores respondent information in a spreadsheet that is saved on a desktop computer whose contents are password protected. Information request form emails are text-only and cannot transmit viruses.
The workstation is patched to the current level and is running up-to-date antivirus software. Additionally, the EPO agent and Cisco security agent are installed on the desktop. The workstation also points to the appropriate SUS server for patch updates. The desktop workstation on which the data is saved is password protected. 
