Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: NMAH Docent Mailing Labels and Email List
2. IT System Sponsor: Department of Visitor Services (DVS); Andrea Lowther, Director
3. System Sponsor Unit: NMAH
4. IT System Manager: Andrea Lowther, Manager of Visitor Programs
5. PIA Author: Andrea Lowther
6. SI Unit Director or Designee: Michael Sofield
7. Date: June 23, 2008

8. Brief (one paragraph) description of the system:

We collect names, addresses, email, and telephone numbers for each docent volunteering at the National Museum of American History, Kenneth E. Behring Center.

II. Privacy Assessment

1. What information is being (or will be) collected?

We collect names, addresses, email, and telephone numbers for each docent. The information is provided and verified by each volunteer. Changes and corrections are provided to the Director of Visitor Services by each docent.
2. Why the information is being collected? 
To contact current and potential volunteers for the docent program.
3. The intended use of the information?
To mail notifications from NMAH (DVS) staff regarding docent training sessions and other docent-related matters. If labels or lists are printed out and not used they are shredded.
4. With whom the information will be shared?

This information is shared by the Director of Visitor Services, SI-NMAH staff, and other docents. Requests for this information may be made verbally or in writing to the Director of Visitor Services. The information may be used for official museum business only.  Access to docent contact information is granted to the Director of Public Programs, the Manager of the Spark!Lab and Invention at Play exhibitions, and may be granted to other staff at the discretion of the Manager of Visitor Programs.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared? 
The information is collected when docents apply to participate in the program in order to coordinate docent assignments. 

A printed docent directory is also made available to all active docents and staff who work directly with NMAH docents. Volunteers report inaccurate information directly to the Manager of Visitor Programs. Questions and corrections may be directed to the following address:

Director of Visitor Services
National Museum of American History, Kenneth E. Behring Center

Department of Visitor Services
P.O. Box 37012 MRC 603

Washington DC 20013-7012

When docents leave the program, their original applications are shredded, and their information is deleted from the mailing label and email database.

6. How the information will be secured?

· The database is maintained on a password protected server by the Manager of Visitor Programs and periodically copied to the central SI electronic (computer) file storage secured and backed-up by OCIO. The database is accessible only by designated staff on password protected workstations.
· The workstation is behind the Smithsonian firewall so it is not accessible from outside the Smithsonian network.
· The workstation has anti-virus software with up-to-date virus signature files. Workstation screensaver is configured to activate and lock after 20 minutes of inactivity.
· Users lock workstations when they leave the immediate area.
· Passwords comply with Smithsonian standards.
· The server is in a physically secure location where access is limited to Smithsonian staff and visitors who have obtained badges from the Security Office.

· Printed material is in a physically secure location where access is limited to Smithsonian staff and visitors who have obtained badges from the Security Office. Other than the staff listed in question #4, printed labels are provided only to members of the docent council to send mailings to specific docents. Printed material is shredded when obsolete.
· This system does not interface with any other electronic systems.









