Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian Institution Libraries Development Mailing List Database
2. IT System Sponsor: Catherine Fraser
3. System Sponsor Unit: Smithsonian Institution Libraries (SIL)
4. IT System Manager: Keri Thompson
5. PIA Author: Bess Missell, Keri Thompson
6. SI Unit Director or Designee:  Martin Kalfatovic, Head, New Media Office
7. Date: 06/29/05

Modified: 06/11/08
Brief (one paragraph) description of the system:

The Smithsonian Institution Libraries Development Mailing List Database collects and stores text information about members of the SIL Board, members of the SIL Spencer Baird Society, donors to SIL and members of the general public and SI community who receive SIL publications.  The Spencer Baird Society is the Libraries’ giving and donor recognition society, and includes all donors who have made unrestricted and/or restricted gifts to SIL of over $500 each year.  
II. Privacy Assessment

1. What information is being (or will be) collected. 
The Smithsonian Institution Libraries Development Mailing List Database maintains information about persons who have a relationship with the SIL. This relationship can be that of a Board Member, Spencer Baird Society Member, a donor, a prospective donor, or an interested member of the general public.  Information is usually obtained from correspondence with the individuals involved, or from individuals signing up to receive SIL mailings at an SIL event.  Information collected and stored includes names, addresses (including e-mail if provided to SIL), and phone numbers (if provided to SIL), as well as which publications – i.e., Newsletter, Annual Report the individual wishes to receive from SIL. 
For Baird Society members information collected includes membership level (i.e., amount of donation) at which member has joined; membership expiration date; and if the member is a corporate entity or individual.

For those who make unrestricted and/or restricted gifts to SIL, information collected includes the amount given, purpose of gift (if restricted), form of gift (cash, check, gift-in-kind, stock, etc.) and when given.

2. Why the information is being collected. 
Contact (address) information is maintained to send SIL newsletters and other information and invitations to SIL-sponsored events.   Gift and Baird membership information is tracked to send invitations to members-only events, acknowledge gifts, and cultivate future gifts for support of SIL projects. 
3. The intended use of the information.  
This information is maintained to send Baird Society members mailings regarding activities at SIL and special Society events, as well as to track membership status and the timing of renewal mailings, and to mail SIL information (through newsletters and other mailings) to members of the SI community and general public who choose to receive them.  
Reports listing Baird Society members and the levels of their membership are produced for the SIL director as requested, and annually Baird Society membership is listed in the SIL newsletter Information.  Members are asked permission to include this information when they join the Society.

4. With whom the information will be shared. 
SIL Board membership reports are provided to the SIL Director, the Office of Development, the office of Public Affairs (for the SI Annual Report), and the Office of the Deputy Secretary.  Board names are posted, with their permission, on the SIL website under Giving to the Libraries.
Access to the SIL Development Mailing List Database is available to only those staff who have access to the restricted Administrative directory (“J:\”) these staff are the Director, Asst. Directors, Administrative Officer, Director of Development, Development Assistant, and Network administrator.  
There are no interfaces with other systems, either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
If SIL is planning to publish any individual’s name in either print or on the SIL website, written permission is requested from the individual in advance.  
Please contact Smithsonian Institution Libraries Director of Development, P.O. Box 37012, NHB 24mz, MRC 154, Washington DC, 20013-7012 with questions about the content and use of the SIL Development Mailing List Database.
6. How the information will be secured. 
The SIL Development Mailing List Database is maintained in a Microsoft Access database located on the SI server SI-FSCL01.  This server is maintained by SI OCIO, including anti-virus protection, system logs, and backups, and firewall protection.  The server is behind the SI firewall, which does not allow any access from the Internet. The server is physically protected by it’s location in the OCIO computer room, where access is limited to authorized personnel.   Please contact OCIO for information about patch management and/or server/network information.
The mailing list is an MS Access database.  Access to the database is available to only those staff who have access to the restricted Administrative directory (“J:\”) these staff are the Director, Asst. Directors, Administrative Officer, Director of Development, Development Assistant, and Network administrator.   OCIO maintains SIL’s desktop PCs and all patch management for standard SI software.
The operators of the SIL Development Mailing List Database comply with the Smithsonian Institution’s Technical Standards and Guidelines for computer security. 

All privacy-related information stored on the SIL Development Mailing List Database is maintained by the SIL Development Office and/or Public Information Office and is updated regularly.   Every SIL newsletter contains information on how to request a change of address and to be removed from the mailing list if the person wishes.









