Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Smithsonian Institution Scholarly Press/ SILibraries Mailing and Exchange Database 
2. IT System Sponsor: Ginger Strader, SISP
3. System Sponsor Unit: Smithsonian Institution Scholarly Press 
4. IT System Manager: Keri Thompson, SIL
5. PIA Author: Keri Thompson
6. SI Unit Director or Designee: Ginger Strader
7. Date: 10/03/06
Brief (one paragraph) description of the system:

The SISP/SIL Contributions Mailing and Exchange Database is used to generate mailing labels for the distribution of the SISP’s publications, such  as the Smithsonian Contributions to…. And Smithsonian Studies in…. series.  It is also used by the Libraries to manage SIL’s publication exchange program, which exchanges copies of the SISP’s publications with the publications of  other libraries and scholarly institutions.
II. Privacy Assessment

1. What information is being (or will be) collected. 

The system collects information on both institutions and individuals who have requested to receive copies of SISP publications.  Information collected includes: institution name, individual or contact name, title of contact, full mailing address (including department, if part of a larger organization), specific titles requested (e.g., Smithsonian Contributions to Zoology or Smithsonian Contributions to Anthropology) and, for exchange partners, titles received from the partner institution in exchange for the SISP title.
2. Why the information is being collected.

Data is collected in order to mail out copies of SISP publications to researchers and scholars worldwide as part of the SI’s mission to ‘”increase and diffuse knowledge.”

Exchange partner data is maintained to facilitate communication between SIL and exchange partners on matters of exchange levels, specific titles being exchanged, claims for missing issues, etc. Reports on number of exchange partners and their geographic distribution are produced for SIL management. 
3. The intended use of the information.  

Information is used to generate mailing labels and to provide SI administration with counts and geographic distribution of exchange partners. 
4. With whom the information will be shared. 

Information is accessible only to SISP staff (publications manager, program assistant, and publications specialist), the system manager, and SIL Gift and Exchange technicians. Any other access is granted only after approval by the head of SISP.  Printed mailing labels are produced by SI Scholarly Press staff based on their criteria and provided to GPO mailing room staff in order for them to affix labels to the SISP publications.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

All name and address information is acquired either directly from the institution or individual through phone, mail or e-mail correspondence between the institutional representative (e.g., University Librarian, Department Head) or individual and either the SISP or SIL staff.  Only information sufficient to mail a publication (mailing address), and communicate by phone (name, phone or fax number) with the recipient is collected. If institutions or individuals no longer wish to receive publications, they call, email, fax, or write either SISP or SIL and their record is removed from the database. Usually, recipients contact SISP through the return mailing address provided on the publication.  Contact information (mailing address, generic email address) related to the publication of the Contributions series is also posted on the Contributions website.
Contact: Smithsonian Institution Scholarly Press PO Box 37012
Aerospace Building 704-A
MRC 957 
Washington, DC 20013-7012
Phone: (202) 633-2123
Fax: (202) 633-6877 
schol.press@si.edu
, 
6. How the information will be secured. 

SISP mailing and exchange database operates on a database server that is behind the SI firewall, and a web gateway that is in the SI DMZ.  The data itself is located on an OCIO maintained database server protected from unauthorized alteration or modification by passwords and permissions.  Authorized staff access the system through a coldfusion web interface that  is password protected. Levels of access to the system are controlled by the system administrator based on the individual needs of the user, as determined by both their supervisor and the system administrator.  Access is revoked when a person leaves or changes jobs.

The servers are physically protected in a secure computer room, where access is limited to authorized personnel.

System logs are reviewed on a regular basis to check for anomalies such as hacking attempts.  All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.
Application updates are implemented approximately twice a year, and OS patches are installed every six months, with critical patches installed promptly. All servers have up-to-date anti-virus software. 
