Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Case Management System (CMS)
2. IT System Sponsor: A. Sprightley Ryan 
3. System Sponsor Unit: Office of the Inspector General
4. IT System Manager: William Hoyt
5. PIA Author: William Hoyt
6. SI Unit Director or Designee: A. Sprightley Ryan, Inspector General 

7. Date: June 26, 2008
Brief (one paragraph) description of the system:

8. The system collects information about cases and complaints handled by OIG investigators.  Information collected includes the details of the complaint and personal information about people relevant to the complaint.  Information is collected in fulfillment of the OIG’s duty under the Inspector General Act to investigate allegations of waste, fraud, and abuse.
II. Privacy Assessment

1. What information is being (or will be) collected. Information about the complaint such as the location, time, allegations of wrongdoing, people involved, and personal details of the people involved, including social security number, phone numbers, addresses, employers, etc.  The information is collected from interviews, phone calls, email, mail, and other sources.
2. Why the information is being collected. The information is collected so that the OIG may fulfill its statutory mandate to investigate allegations of waste, fraud, and abuse.
3. The intended use of the information.  Use of personal privacy-related information collected in the CMS is limited to investigations and prosecutions for waste, fraud, and abuse. 

4. With whom the information will be shared. Access to CMS is restricted to OIG investigative personnel and controlled by the systems administrator. It is available over the Smithsonian Institution’s internal network (SInet).  However, access is limited to those individuals who need it to perform their duties and these individuals must be approved by the Inspector General and the system administrator. Levels of access can be assigned at the field level for each individual user according to duty needs. This access is revoked promptly whenever any of these users leaves or changes jobs. Contractors, other agencies, and the general public are not allowed access to the CMS.  Reports containing information from the CMS may be shared with Smithsonian management or the U.S. Attorney’s office. Printed reports from the CMS generally do not contain PII.
There are no interfaces with other systems, either internal or external to the Smithsonian.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  The biographical and contact information that is collected in the system is obtained from the individuals directly, from SI records and from publicly available sources.   There is no notice or opportunity for consent regarding what information is collected or how it is shared, to the extent that it is shared at all. Individuals can contact OIG at the following address:
Office of the Inspector General

Smithsonian Institution

MRC 1204

PO Box 37012

Washington DC 20013-0712

6. How the information will be secured.  CMS protects sensitive data from unauthorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alteration or modification. CMS is controlled with respect to access, authority to modify, and ability to operate it. Authorized users access the system through desktop workstations.  CMS requires users to authenticate their identity through the entry of a user ID and password. The system allows access only to authorized users.  Levels of access to the CMS are controlled by the system administrator based on the individual needs of the user, as determined by both the Inspector General and the system administrator. The system has field level security, with three levels: unavailable, read-only, and edit, configurable to individual work needs. All new users are granted access according to a formal process.  Access is revoked promptly when a person leaves or changes jobs.

The CMS operates on a server that is behind the SI firewall, which does not allow any access from the Internet. Client software is required in order to access the system. The client software encrypts the data so that it is protected while traveling over the internal network. 
The server is physically protected in a secure locked computer room, where access is limited to authorized personnel.
The system has anti-virus protection that is updated on a daily basis. System logs are reviewed periodically to check for anomalies such as hacking attempts.

All privacy-related information stored on the CMS relevant to a criminal investigation is retained in perpetuity. All backups are retained for a limited time period and kept in a secure facility with limited, controlled access.










