Privacy Impact Assessment 
I. System Identification

1. IT System Name: E-Newsletters Signup Form – Constant Contact
2. IT System Sponsor: Kathleen Hanser
3. System Sponsor Unit: National Air and Space Museum (NASM)
4. IT System Manager: Victoria Portway
5. PIA Author: Jon Hallenberg
6. SI Unit Director or Designee: John Benton
7. Date: 07/06/05
Brief (one paragraph) description of the system:
The E-Newsletter Signup Form is an email distribution application run on Constant Contact (a third party) servers. The application takes basic name and preference information from the user in order to target recipients by interest category. The application is used by NASM Office of Communications staff.
II. Privacy Assessment
1. What information is being (or will be) collected. 
The E-Newsletter Signup form collects name, email address and zip code information as required fields from the web visitor. In addition, the visitor is asked to identify areas of interest in the Museum.
2. Why the information is being collected. 
The user’s email address is collected in order to deliver the various relevant email campaigns. The user’s name is collected in order to personalize the email messages. The user’s zip code is collected for the purpose of targeting relevant email campaign geographically. The areas of interest are collected in order to determine which recipients should receive the different email campaigns.
3. The intended use of the information.  
Use of personal privacy-related information collected by the E-Newsletter Signup form is limited to managing and distributing museum information through email campaigns. The data in the database is not intended to be used by Museum staff for any other purposes.
4. With whom the information will be shared. 
NASM Office of Communications staff, for the purposes of running the online application, has access to the privacy-related information. 
Constant Contact will never share, sell, or rent your personal information with third parties for their promotional use. Occasionally, Constant Contact enters into contracts with third parties so that they can assist Constant Contact in providing customer service. The contracts prohibit them from using any personal information for their own purposes, and they are required to maintain the confidentiality of the information Constant Contact provides to them. Constant Contact may also disclose information to partners who introduced you to Constant Contact's services in order to ensure they are properly compensated for their efforts. 
Lastly, Constant Contact may disclose or report personal information in limited circumstances where they believe in good faith that disclosure is required under the law. For example, they may be required to disclose personal information to cooperate with regulators or law enforcement authorities, to comply with a legal process such as court order, subpoena, search warrant, or law enforcement request. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The personal privacy-related information that is collected in the system is obtained from voluntary users of the online system. Links are provided to the Smithsonian Privacy Policy and the Constant Contact Privacy Policy. Before leaving the Smithsonian servers, users are notified that they will be taken to a page on servers managed by a third party.
6. How the information will be secured. 
The data is only accessible by NASM Office of Communications staff and Constant Contact staff through a password protected web-based administrator. 
All data collected by the system is stored, maintained and managed on Constant Contact servers. 
Constant Contact takes every precaution to protect the confidentiality and security of your personal information by using industry-recognized security safeguards such as firewalls, coupled with carefully developed security procedures to protect your information from loss, misuse or unauthorized alteration. When Constant Contact asks for sensitive information, such as credit card numbers, they protect it through the use of encryption during transmission, such as the Secure Socket Layer (SSL) protocol.

Constant Contact takes care to reinforce the importance of our website visitors' security and privacy among our employees. Their employees are trained and required to safeguard your information and, using physical, electronic and procedural safeguards, they restrict access to personal information to those employees and agents for business purposes only. Additionally, they use internal and external resources to review the adequacy of our security procedures. 
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