National Science Resources Center (NSRC) Executive Office Contact List Privacy Impact Assessment

I. System Identification
1. System name: Board Mail Merge document in MS Word
2. IT system sponsor: Bernadette Hackley, Administrative Assistant, NSRC Executive Office
3. System sponsor unit: NSRC Executive Office
4. IT System manager: Bernadette Hackley
5. PIA Author: Bernadette M. Pryde Hackley
6. SI Unit Director or Designee: Sally Goetz Shuler

7. Date: June 4, 2008
8. System description: The NSRC Executive Office’s contact lists contain information about the NSRC executive director, NSRC advisory board members and other executive office contacts. The information is used primarily to send correspondence regarding advisory board meetings, international conferences, and other meetings with the NSRC executive director. Social security numbers may be kept for some individuals to allow executive office staff to arrange international travel for those individuals.
II. Privacy Assessment
1. Information collected: 

The NSRC executive office’s contact list consists of information obtained directly from individuals, and verified by speaking with the individuals. The list contains the following information:
Title

First and last name
Job title

Place of work

Full work address

Work phone number

Work fax number

Email address

Home address

Home phone

Social security number (this information is only kept for individuals for whom travel must be arranged)

2. Why is the information being collected: Information is used for mailings to NSRC Advisory Board members and other individuals interested in the work of the NSRC.
3. Intended use of the information: The information is used to send out mailing and emailing of invitations and announcements. 
4. With whom the information will be shared: The executive office information is shared within the NSRC to the extent that staff knows who is on the advisory board and how to contact them if need be. A current list of advisory board members, their job titles and place of employment is featured on the NSRC home web site, at http://www.nsrconline.org/about_the_nsrc/advisory_board.html. Contact information for individuals on the executive office contact list is not shared outside of the NSRC.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared: The information maintained by the executive office is collected from individuals who have expressed an interest in the NSRC. Individuals have provided contact information and have been given the opportunity to choose which information they provide. To update their information, individuals may contact Bernadette Hackley at:
NSRC Executive Office

901 D Street, SW, Suite 704B

Washington, DC 20024
hackleyb@si.edu

6. How the information will be secured: The information is on the NSRC N drive, within the SI network, and behind the firewall. The office of the chief information officer maintains the security of this network location with updated virus definitions, security patches, and so on. Social security information is contained in files that are encrypted using PGP Keys AES data encryption. These files are password protected. 
