Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:  BCI Reservations Database

2. IT System Sponsor: Fernando Bouche

3. System Sponsor Unit: STRI

4. IT System Manager:  Francisco Rivera
5. PIA Author:  David Mendez

6. SI Unit Director or Designee: Ira Rubinoff

7. Date: Monday, June 20, 2005

8. Brief (one paragraph) description of the system:

Barro Colorado Island (BCI) is a remote laboratory that studies the biodiversity of the tropical forest.  The island is located in the middle of the Panama Canal and is one of the main research facilities of the Smithsonian Tropical Research Institute (STRI).  This facility has a hotel operation with space for 50 researchers who stay from several nights to a year or more to conduct research on BCI.  In order to keep record of who is in which room and to reserve the space in advance a Reservation Database was created.  The BCI Reservation Database is used to organize accommodations for visitors staying at the BCI facilities.  The main purpose of this system is to keep track of reservations, arrivals and departures.

II. Privacy Assessment

1. What information is being (or will be) collected.

The BCI Reservation Database contains information about all visiting researchers who need accommodations on BCI.

All information on visiting researchers is collected from the STRI Registration System (described in a separated PIA) using a web interface.  The connection to this web server is secure (encrypted).   Basic information such as: name, organization, address and email is collected from the visitors registration system as well as some personal data elements such as: Social Security and Passport Number.

2. Why the information is being collected.

The information is collected to manage reservations and usage of accommodations for visiting researchers on BCI.

3. The intended use of the information.

The main intended use of the information collected in this system is for management and billing purposes.  STRI charges a fee to visiting researchers for room and board.  Also, since BCI is a remote facility, the SSN and Passport Number are collected in case of an emergency.

4. With whom the information will be shared. 

The information is only accessible by Melida Ruiz (BCI Manager).

5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  

Since visiting researchers do not input the data by themselves into the system or have any access to the BCI Reservation Database. Notices regarding the consent for the use or sharing of personal information are provided to the users in the STRI Registration System, when they register their visit.

6. How the information will be secured. 

The BCI Reservation Database is located in a secure room at BCI.  The access to this room is limited to authorized personnel only.  The system consists of a Microsoft Access database stored and shared through a Novell server.  Access to this server is controlled by Novell EDirectory Technology.  Access to the database can be easily revoked if the user leaves the job, by deleting or disabling the network account.  Server logs are checked weekly to ensure that there is no irregular activity occurring in the server.  Also, the server has antivirus software that is automatically updated with the ePolicy Orchestror Software.

