Privacy Impact Assessment
For the
National Museum of African Art

Photographic Archives Database

I. System Identification

1. IT System Name:  Eliot Elisofon Photographic Archives Database 
2. IT System Sponsor: Amy Staples
3. System Sponsor Unit:  National Museum of African Art
4. IT System Manager: Sherrie White
5. PIA Author: Amy Staples
6. SI Unit Director or Designee:  Dr. Sharon F. Patton, Ph.D. 

7. Date:  September 21, 2006
Brief (one paragraph) description of the system:

The computer system in use in the Eliot Elisofon Photographic Archives is Microsoft Access (2000). The database was set-up and customized for our special needs by the previous archivist in 2001. With MS Access, we keep track of patron inquires, photographic requests, invoices, vendors, publications, and staff loans from the Archives. The information is used to process external and internal photographic requests and to keep track of the use of Archives material for statistical purposes. 

II. Privacy Assessment

1. What information is being (or will be) collected. 
The Eliot Elisofon Photographic Archives maintains information about patrons who request photographic reproductions of archival materials for scholarly research, publication, exhibition, and web sites. We maintain the following information on each patron in a customized MS Access database that is accessible only to Archives staff:

1) Name of patron

2) Organization

3) Address

4) Phone number

5) Fax number

6) Email address

7) Purpose of request (i.e. publication; exhibition)

The information is supplied to us by the patron via letter or email when placing their order. We require prepayment for all photographic fees and accept payment in the form of checks or money orders made out to the “National Museum of African Art”, credit cards and bank wire transfers (international only). Credit cards are charged out with the assistance of the Administrative Officer. This information is not kept in any form in the Archives. We rely directly on the patron for accurate and current information. If the information is not accurate, the patron will not receive their order. We will update and correct information in response to patron requests.
2. Why the information is being collected. 
The information is being collected for the purpose of filling photographic requests for patrons, processing payments via check or money order, and completing license agreements. The personal elements described above are necessary for processing photographic requests. The information is also collected to keep statistics on numbers and types of researchers served.

3. The intended use of the information.  
The information will be used to fill photographic orders and to compile annual statistics on research and use of Archives collections. Printed reports may be used in-house to compile statistics but no reports will be distributed.

4. With whom the information will be shared. 
Archives staff will have access to the data for processing requests and receiving payments. The MS Access database is only accessible to Archives staff who need it to perform the duties of their job and is not exchanged with any internal or external system. Access to the database by Archives staff must be approved by their supervisor. Contractors are not allowed access to the database.
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Contact information on patrons is collected from the patron themselves when they place their order via letter or email. All of the information is required for communication with the patron regarding their order or payment. This information is not shared outside the Smithsonian. If patrons have questions or need to correct contact information, they can contact us at:
Eliot Elisofon Photographic Archives

Smithsonian Institution

P.O. Box 37012

NMAfA – MRC 708

Washington, DC 20013-7012

Email: elisofonarchives@si.edu
Phone: (202) 633-4690

Fax: (202) 357-4879

6. How the information will be secured.
MS Access protects sensitive data from unauthorized access and/or disclosure, assures integrity of data stored in electronic form, and protects data from unauthorized alteration or modification.  Access to the database is restricted to office only staff and requires users to be authenticated.    The MS Access database is only accessible to Archives staff based on Supervisor approval.  Access is revoked promptly when a person leaves or changes jobs.

MS Access operates on a network server that is behind the SI firewall, which does not allow any access from the Internet.
The server is physically protected in a secure computer room, where access is limited to authorized personnel.

The server has anti-virus protection that is updated on a daily basis.  System logs are reviewed on a weekly basis to check for anomalies such as hacking attempts.

Contact information is retained in the system indefinitely, but records can be manually deleted if information is no longer needed.  

All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access. 









