Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: Applicant Survey Form System
2. IT System Sponsor:  Deron Burba, Director, Office of Systems Modernization
3. System Sponsor Unit: Office of Equal Employment and Minority Affairs (OEEMA)
4. IT System Manager: Steve Smith
5. PIA Author: Curtis Lutz
6. SI Unit Director or Designee: McKinley Harris
7. Date: December 12, 2006
Brief (one paragraph) description of the system: 
The Applicant Survey Form system tracks data voluntary applicant responses submitted on the Smithsonian Applicant Survey Form (ASF) by applicants for Smithsonian vacancy announcements. The data stored in the system is collected from candidates during the search process in order for OEEMA to statistically evaluate the effectiveness of the Smithsonian’s search and recruitment efforts for each vacancy, and to conduct barrier analyses.
II. Privacy Assessment

1. What information is being (or will be) collected. 
The Applicant Survey Form system collects the following applicant information by applicant, vacancy announcement number: first name and last name, year of birth, sex, how the applicant learned of the position, race, and physical disability indicator.  Information from the Applicant Survey Form that is voluntarily submitted by the applicant is entered by OHR into the Applicant Tracking System (ATS). After this data is entered into ATS, the form data is transmitted to the Smithsonian Office of Equal Employment and Minority Affairs (OEEMA) and is stored in the Applicant Survey Form system for analysis purposes only (the data is no longer accessible in ATS).  
The applicant submits the Applicant Survey Form to the Office of Human Resources on a paper form that is available on the Smithsonian’s job vacancy public website, in response to specific vacancy announcements posted to the Smithsonian’s public website (www.si.edu), the USAJobs website (www.usajobs.com), or other advertisements. 

2. Why the information is being collected. 
As stated on the Applicant Survey Form, the information submitted on the Applicant Survey form is used for statistical analysis purposes only, is not part of the selection process, and has no effect on an applicant’s consideration. The data is being collected from candidates during the search process in order to evaluate the effectiveness of the Smithsonian’s search and recruitment efforts for each vacancy, and ensures Smithsonian compliance with the regulatory requirements stated in EEOC’s Management Directive 715. 

3. The intended use of the information.  
The personal data captured in the Applicant Survey Form system is used by OEEMA for statistical analysis of the search and recruitment process.
4. With whom the information will be shared. 
The Applicant Survey Form data is accessed only by authorized users in OEEMA. The form data is stored in a database. The customized application that accesses the database resides on users’ PCs in the OEEMA secure work area, while the survey form database resides on a network server at the OCIO Data Center. Access to the network server containing the database is accessible only to authorized OEEMA users, based on their network ID and password.   
The Applicant Survey Form system receives data from a one-way interface with OHR’s Applicant Tracking System; after the data is in Applicant Survey Form system, it is not transmitted to any other system and is no longer accessible in OHR’s Applicant Tracking System. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
Each Smithsonian vacancy announcement states clearly that data submitted on the Applicant Survey Form is for statistical purposes only and has no effect on the selection process, and will have no effect on the applicant’s consideration.
 The information on an Applicant Survey Form is not shared outside of the Smithsonian, and the information must be correct when submitting the form. After the form is submitted, there is no opportunity to correct the data; however, the applicant can correct or update the data the next time he or she applies for a Smithsonian position. Each vacancy announcement includes the name and phone number of the Office of Human Resources point of contact for applicants to contact if they have questions about privacy or any other information.
6. How the information will be secured. 
The Applicant Survey Form data resides on a server that can be accessed only by authorized OEEMA users through user ID and password. The Applicant Survey Form data sits behind the SI firewall, and is protected by anti-virus software that runs on the server and client workstations. Operating system patches are applied regularly as required by Smithsonian network and workstation management policies and procedures. The Applicant Survey Form system is backed up as needed to backup media and stored and secured in OEEMA offices. After OHR enters the form data, the paper form itself is shredded. The actual Applicant Survey Forms submitted are shredded in the Office of Human Resources after the data is entered into the Applicant Tracking System and transmitted to the Applicant Survey Form system.
�  The data is submitted on a voluntary basis
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