Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name:
Office of Research Training and Services (ORTS) Database
2. IT System Sponsor: 
Pamela Hudson Veenbaas, Program Manager 
3. System Sponsor Unit: 
Office of Research Training and Services
4. IT System Manager: 
Pamela Hudson Veenbaas
5. PIA Author: 


Pamela Hudson Veenbaas
6. SI Unit Director or Designee:  Catherine F. Harris
7. Date:
 6/20/08
Brief (one paragraph) description of the system:

The Office of Research Training and Services’ (ORTS) main database is a tool used to manage applications for ORTS supported academic programs and all stipend academic appointments at the Smithsonian administered by ORTS.  It allows for processing of the application through the review and awards phases as well as for the preparation of financial information related to the stipend payments and taxes as well as for tracking of alumni.  Data is entered by ORTS staff based on information provided in applications, associated materials or correspondence with applicants, alumni or Smithsonian staff.
II. Privacy Assessment

1. What information is being (or will be) collected. 
The system will contain application and award information for academic programs that are offered to students and researchers by various SI units. The following confidential information will be collected and stored in the ORTS database:

Full applicant name, date of birth, address, phone, email, and education. 

The information is collected from the applicant in a paper based format, and ORTS’s staff then enters the information into the database. The accuracy of the information in the system is dependent on the applicant and the data entry. 
2. Why the information is being collected.
This information is necessary to manage the processes of review for applicants and recipients of academic appointments, including fellowships and internships.  The system is also critical to our program evaluation and analysis over time and reporting responsibilities on numbers of applicant, awards etc.
3. The intended use of the information.  
Use of personal privacy-related information within the ORTS database is used in the following ways:

· To process and review applications
· To generate offers of award
· As a directory to communicate with applicants

· To receive Smithsonian ID’s
· To collect statistics on applicants and recipients
· To maintain a history of Applicants

· For future verification of appointments, background checks etc.
4. With whom the information will be shared. 
The access to the database is restricted to Office of Research Training and Services staff.  The database is not accessible to others.  Subsets of the information contained within the database are shared, via documents, with Reviewers, Review Committees, and Smithsonian Office of the Comptroller that makes payments and with the Smithsonian offices that facilitates and/or issues Smithsonian ID’s. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The individual provides this information on the application form in order to be considered for the program or position they are applying.  The specific information is only shared with other Smithsonian offices that require the information for either the processing of a stipend payment and/or the Internal Revenue Service for tax purposes and/or to enable the Smithsonian to provide an ID.   The individual may correct their information with the staff of the Office of Research Training and Services at 202-633-7070 or anytime in writing to:

Office of Research Training and Services

470 L’Enfant Plaza Suite 7102
MRC 902 PO Box 37012
Washington DC 20013-7012
6. How the information will be secured. 
The data is maintained on a server that is not accessible outside the Smithsonian.  The server and its software is maintained by the Smithsonian’s computer technology office and kept up-to-date so as to keep data secure.   Staffs with authorization are required to be in compliance with computer security policies of the Smithsonian.

ORTS database operates on a server that is behind the SI firewall, and a web gateway that is in the SI DMZ.  

The servers are physically protected in a secure computer room, where access is limited to authorized personnel.

System logs are reviewed on a regular basis to check for anomalies such as hacking attempts.  

All privacy-related information stored on the ORTS database is retained in perpetuity. All backups are retained for a limited time period and kept off-site in a secure facility with limited, controlled access.

Application updates are implemented approximately twice a year, and OS patches are installed every six months, with critical patches installed promptly. All servers have up-to-date anti-virus software.

Printed reports are kept behind locked doors and are shredded when no longer needed.










