Privacy Impact Assessment (PIA)
I. System Identification

1. IT System Name: 
Email  newsletters
- FONZ Flash/Zoo e-news
- FONZ Young Professional (YP) members
- Education

- Elephant Interest Group

- Lectures


2. IT System Sponsor: 
Rob Madill
3. System Sponsor Unit: 
FONZ Communications
4. IT System Manager: 
Paul Shoop
5. PIA Author: 
Carlos Garza
6. SI Unit Director or Designee: 
John Berry
7. Date:
July 14, 2008 

8. Brief (one paragraph) description of the system:
These are email newsletters targeted at different audiences. All are used to communicate relevant Zoo/ FONZ information to that audience. Members of the public provide their first name, last name, and email address via a web form. User information is stored and maintained by a third-party provider, Democracy in Action (DIA). Recipients can unsubscribe to the newsletter at any time.
II. Privacy Assessment

1. What information is being (or will be) collected.
Email addresses are collected, stored and used to send the newsletters.
To sign up for an email newsletter, the user must provide first and last names, and an email address on a web form hosted by a third party, DIA. The user must also indicate a preference for the email format (text or HTML) of the newsletter. There are optional fields to record the physical address of the user and their FONZ member ID number, if they have one.
Once the user has submitted the form, an email message is sent to the address they provided. This email contains a link to the ‘unsubscribe’ page’ from which the user can remove themselves from the database list.
2. Why the information is being collected. 
The email address is necessary in order to deliver the newsletters. First and last name are necessary to format the email newsletter. 
3. The intended use of the information.  
The intended use of the email address is to send the newsletters to those that have subscribed to it. 
4. With whom the information will be shared.
This information is not shared with anyone or any other system. The third-party provider, DIA will not share any personally identifiable information gathered from this form without the express consent of the users. Members of the FONZ membership and communications office have access to this information through the DIA administrative console. 
5. What notice or opportunities for consent would be provided to individuals regarding what information is collected and how that information is shared.  
The signup page has a link to the Zoo’s privacy policy. Additionally, users can unsubscribe to any newsletter by accessing the DIA unsubscribe page which is linked both in the confirmation email and from the National Zoo website.

All pages that link to the signup page also have links to the Zoo’s privacy policy. 
6. How the information will be secured. 
Information submitted through the online form is stored by a third-party vendor, Democracy in Action. DIA monitors systems daily and updates security patches as necessary on their servers. Robust and mature software systems on their web servers reduce the risk of virus infection, buffer overflows, Remote Procedure Call violations, and other means of website attack. Their backend database serves are fronted by top end firewalls and all external ports are locked down and monitored regularly.

The DIA administration console through which FONZ employees can access user information is password protected and located on a secure server.
